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DGTGP CETEBOE OBOPYLOBAHWE

Baw nosepeHHbIit napTHep 9

CEPUA KOMMYTATOPOB JIMHEMKM
HOATAPY KA CX6400

- 3TO CEMEMNCTBO MHTENNEKTYANbHbIX, COBPEMEHHbIX

MOAYJIbHbIX KOMMYTOTOPOB, UAEANbHbLIX ANS pa3Bep-
ThIBOHMS / CTPOMTENLCTBA CETEN AOCTYNA, arperaumm
M 4pa ceTi B KAMNYCHbIX Enterprise-ceTsx, a Takxe

B cetax UO[ (Llentpos Obpabotkun [JaHHbix).

D70 cepusi COBPEMEHHBIX BLICOKOMPOU3BOANTENbHbIX YCTPOMCTB BbINa pA3pAbOTAHA KAK PELLEHWE, MEHSIOLLEE NPABUNA UMPHI,
B chepe onepaumoHHoit abdekTrHocTu. bnarogapst 6oratomy OCHALLEHWMIO CPEACTBAMM CHAMUTUKM U ABTOMATU3ALMM,
nuHenka kommyTatopos cepuun KA CX6400, aenseT coboit sKOHOMUYECKM LeNecoobpasHoe peleHre ans passepTHBAHUA
MPOBOAHbIX CeTel JOCTyNaA 8 Takux cdepax kak: lol (uHreprert sewert), Mobile u O6naunsie cepsucei.

3a8yMaHHbIE M3HAYATBHO KAK MPYNNa NPOAYKTOB, COYETAIOLMX B cebe Camble NepefoBbie annapaTHse, MPOrPAMMHLIE CPEA-
cTBa obecneyeHms, NPUKNAAHBIE CPEACTBA QHANUTUKK 1 asTomatnaaumu, 6400-cepus, SBASIOTCS YACTHIO NPOAYKTOBOTO NOPT-
dena cetesbix peluermit komnanuu DataPy, paspabotanHas cneumansHo Ans CTPOMTENLCTBA,/ PA3BEPTHBAHMS COBPEMEHHbIX
ceteit. ComelLas Bce npenmyLlectsa cospemerHoit nporpammmpyemoit OC ¢ npenmywectsamn Network Analytics Engine
(NAE), nuneiika kommyTatopos KA CX6400, npreHocKT B «0BbIYHbIN U 30yPAHbIN> YPOBEHb AOCTYNA CETU NMAUPYIOLIMIA
MHCTPYMEHTOPWI B CHEPAX MOHUTOPUHIG U TPAOLLYTUHIQ.

AnnapatHas apxutektypa ASIC'os /-ro nokoneHus NnpefocTasnseT BHCOKMM YPOBEHL HAAEXHOCTU U NPOU3BOAUTENLHOCTH,
a Takke noanepxky dyHKUMN 1 GyHkumoHana knacca Enterprise (enterprise-class feature support), Hapagy ¢ HenpessolineHHoV
MMBKOCTBIO, AOCTYMHOM C NOMOLLBIO NPOrPAMMUPOBAHUS, ANs NPUMEHEHUI 30BTPALLHErO aHs. DyHKUMOHAN paCLUIMPEHHOM
BupTyansHoi kommytaumm Virtual Switching Extension (VSX) npesoctaenset sbicokyio ROCTYMHOCTb pecypcos U Npesoctasnset
BO3MOXHOCTH COBEPLUEHMS ANrPenaa 6e3 NnpepbiBaHUS SOCTYNHOCTU CEPBHCOB, O TAKXKE BCE NPEVMMYLLECTBA YNPOLEHHOTO
NT-meHemxmeHTa.

Bce kommyTaTopsl 310 rMbkoi nuHelikn (No chepe nprumeHeHs) yCTpONCTs, NPeaoCTaBASIOT MOLLHEE KOMMYTAUMOHHLIE
PYHKLMOHQONbBHBIE BO3MOXHOCTM BBMAY OCOBEHHOCTEN X KOHCTPYKTUBHOTO MCNOAHEHMs 8 Buae waccw (¢ 5w 10-cnotamu),
obecneuvsaoLmit yposeHs 2,8 Tout/ c-nponssoautensHocTi cetesol Gabpuki Ha ofmH cnoT. HacTs mogeneit sToi cepum
npoayktos ataPy, cnocobHsl obecneumnts noTpebuUTensm BoICOKYIO MNOTHOCTb BHICOKOMOLLHLIX MOPTOB € nogaepsxkon PoE,
no cranaapty IEEE 802.3bt. KommyTaTops ¢ nogaepxkor SmartRate u dyHkumonana mynsturirabutHoro Ethernet saknagsi-
BAIOT OCHOBY A1l BEKTOPA AANBHEMLIETO PA3BUTHS CETH B CTOPOHY BLICOKOCKOPOCTHBIX Todek goctyna Wi-Fi u lol-ycrpoiicts
(uHTepHeTa selwelt, embedded-ycTpolicTs), myTem ucnons3osanMa cywiecTsyioLel KabenbHoM ceTeBol MHPPACTPYKTYPHI,
136aBNsis OT HEOOXOAMMOCTH B €€ MOAEPHM3ALWMM Uk 3amere. KoMMyTaTopsl LAHHOM CEPMM OCHALLEHB NOPTAMM C NPOM3-
BOMMTENLHOCTL HA YPOBHE «wire-speed» (Ha MOKCUMANBHOM NPOMYCKHOM CNOCOBHOCTU MHTEPENCa) CO CKOPOCTAMM Nepe-
poun aannbix 1GbE, TOGbE, 25GbE, 40GbE 1 T00GbE. BeicokockopoCTHOM MHTEPKOHHEKT M ByHKLMOHAN PACLUMPEHHOV
BMpTYyansHoit kommyTaumu Virtual Switching Extension (VSX) 6naropapst ucnonssosarmio 50G DAC.

HuHammnueckas cermentaums (Dynamic Segmentation) saumcTayeTt nonmmiku goctyna Ha ocHoearun ponu (role-based),
vncnonsayemsie B Wi-Fi pewenusx LataPy, v npumersiet nx k nposoaHbim ceTam, a MmeHHo, k kommyTtatopam ataPy. MNosce-
MECTHOE NPUMEHEHWE TAKOBOMO NOAXOAA, NONUTMK AOCTYNA HA OCHOBAHMM poru (role-based), osHauaeT 4o opmh v ToT xe
ypoBeHb 6e30NACHOCTH, NONB3OBATENBCKOO OMLITA M YNPOLWEHHOTO MT-MeHEIXMEHTA MOXET ObiTb NPUMEHEH A/1st BCEN CETU.
HanHbiit nogxon OyneT NPUMEHEH KO BCEM NOMb3OBATENSIM CETU, BHE 30BUCUMOCTM OT TOTO KAKMM OOPA3OM NONMb30BATENM
u loT-ycTporictea (uHtepreTa sewwelt, embeded-yctpoiicTs) noakniodeHs k Hel. AGCONIOTHO A9 BCEX YCTPOWCTB CETU MPUHY-
AMTENBHO ByayT NPUMEHEHbI AAHHBIE PONIEBLIE NONUTMKM, BHE 30BUCMMOCTH OT TMNA noakniodeHms (no kabenio uan no Wi-Fi.
Toaduk, NPUCYLWMIT X PONK, B 3ABUCUMOCTH OT NPUMEHEHHOM NOAMTIKM, ByAET NEPEAaH LENOCTHO M PA3AENLHO OT TPAGKKA,
NPUCYLLEN MHOW PONEBOM NONUTHKE.



KITKOYEBLIE OCOBEHHOCTM JIMHEMKA

AQOS-CX - coBpemeHHas onepaupoHHas cucTema

Cepus kommyTatopos nmHeriku JataPy KA CX6400 AOS-CX
- COBPEMEHHASI ONEPALMOHHAS CUCTEMO.

Cepust kommyTaTopos nuneiiku LataPy KA CX6400 ynpasns-
eTCA NPOrPAMMMPYEMOI CETEBOM ONEPALIMOHHON CUCTEMOM
AOS-CX. 210 cospemennas, CYBL-ynpasnsemas onepauu-
OHHQS CUCTEMA, ABTOMATU3MPYIOLLAR W YNPOLAIOLIAS MHO-
KECTBO KPUTUUHBIX U CIIOXKHBIX CETEBBIX 3a40Y. BHYTpEHHSS
«time series» basa HdanHbix nossonset VT-nepconany komna-
HUP-30KA34MKOB M PA3PABOTYMKAM UCTIOM30BATE MPOMPAMM-
HbIE CKPWMTH «MOBEPX» CYLLECTBYIOWEro GyHKUMOHANA Anst
TPABNLYTHHIQ, O TAKXE AHANM3MPOBATL TPEHAb MPOLUOTO.
Takor nogxon nossonset n3bexats npobnem B Gyoyliem,
BbI3BAHHBIX MACLITABUPOBAHMEM, O TAKXE NOMOXET M3be-
XQTb BO3HMKHOBEHMS «OyThNOYHbIX roprsiek» (bottlenecks)
B cdepax 6e30nacHoCTM 1 nponssoanTensHocT. OCHOBHbIE
W1 BCNIOMOTATEbHbIE YHKLMOHANbBHBIE BO3MOXHOCTM CETEBOV
onepauunonHoit cuctemsl AOS-CX «3awmnTb» B nULEH3MM
c Hassanuem CX Foundation.

Bce kommyTatopsl komnarmm DataPy nocraensiotes ¢ 6ec-
nnatHom aktuemposaxHoi nuuersvenn AOS-CX Foundation.
Jnuensmna CX Foundation skniouaeT & cebs secs Heobxoau-
MBI QYHKLMOHAN A9 AENION, NOAKMIOYEHUS U TOABNWYTHUHIG
8 Enterprise-cetax, a umenHo (skniodas):

* Network Analytics Engine (NAE)

* [uHamuueckas cermeHTauus

o CrekMpoBaH/e KOMMYTATOPOB

* Buicokasi BOCTYNHOCTb pecypcos 1 NoAaepxka pesep-
BMPOBAHMS

* Qudlity of Service (QoS)

*  Cepsuicsl, NPOTOKOMb U GYHKLMM KOMMYTALMM YPOBHS
L2 (Layer 2 Switching)

*  CepBuchl, NPOTOKONE MAPLIPYTU3ALMM U GYHKLMM KOM-
myTaumm ypoensa L3 (Layer 3 Switching)

o |P-multicast

* Certesas 6e30nacHOCTb
B suay 1o, uto AOS-CX noctpoera Ha mogynsHo Linux-ap-
xutekType co «Stateful» bazoi LanHsix, cetesas onepaup-
OHHA$ CMCTEMA, ODECNEUMBAET TAKME YHUKAMBHBIE BO3MOX-
HOCTU, KOK:

*  Jlerkuit v NoHATHLIM OCTYN NONHOCTLIO KO BCEM MHPOP-
MALMK O COCTOSHWM CETU NPEAOCTABNSET YHUKANBHBIE BO3-
MOXHOCTM B MNAHE AHANWUTUKM U BU3YANU3ALMM AAHHBIX.

* [lognepxka REST APl u Python-ckpuntsl ans To4How
V1 TOHKOM NPOrPAMMUPYEMONM HOCTPOMKM CETEBBIX 3AAAH.

*  MuKpoCepBHCHAS APXMTEKTYPA, KOTOPAs AENAET BO3-
MOXHOM NOMHYIO UHTETPALMIO C MOBBIMM [PYTUMM, YXE 3ary-
LEHHBIMM B 3KCTITYATALMIO, CUCTEMOMM 1 CEPBUCAMM.

* [oCTOAHHAA CUHXPOHM3ALMS COCTOSIHMI, KOTOpas Obe-
CMEeYMBAET HEMPEB3OMAEHHYIO OTKA30YCTOMYMBOCTb U BEICO-
KyIO BOCTYMHOCTb PECYPCOB.

* [locTosHHYIO TENEMETPUIO AAHHBIX C ABTOMATUHECKMMM
OMOBELLEHMSMM O 30AAHHbIX COBbITUsX, Yepes WebSocket
API.

* Bce nporpammHbie npoueccs KOMMYHULMPYIOT ¢ 6a30i

OCHOBHbIE MPEMMYLLECTBA IMHEMKM
MPOOYKTOB:

*  MouHbie, mogynbHble L3-kommyTaTops ¢ nog-
pepxkon dyrkumonana BGP MPLS, EVPN, VXLAN,
VRF n OSPF, obecneunsaiowime BbICOKMA YPOBEHb
6e30TKA3HOCTH 1M BE30MNACHOCTM CETH, A TaKXE
C TAPOHTUPOBAHHBIMK M HALEXHBIMMU MOAUTUKAMM
«Kauectsa obcnyxusarms» (QoS).

*  BbicOKONpOM3BOAUTENBHAS KOMMYTALMS, C MOKA-
aatensmu go 28 Tout/c (11400 Mnak/c).

*  Buicokuit ypoBeHb LOCTYNHOCTU pPeCypCos,

C IMOMPYIOLMM B MHAYCTPMM dyHKUMOHAnom VSX-
PE3EPBUPOBAHUS, HOPSAY C MOAAEPXKON GYHKLMO-
HONA Pe3epPBUPOBAHMS BIOKAMM MUTAHKUS U BEHTH-
NATOPHBIMU MOZYTISIMM.

* XapakTepU3yOLMECsH BEICOKOMN MIOTHOCTbIO

NOPTOB, KOMMYTATOPHI C noaaepxkoi SmartRate
(1/2.5/5GbE), nonnepxkoit GbyHKuMOHANA MySb-
TurnrabutHoro Ethernet, obecneunsatowme go 60
Bt PoE Ha opuH nopr, ocHaweHHbie SFP+.

* BhicokockopocTHble MOPTL C NOAREPXKOM NPO-

nyckHbix cnocobHocTte: 1GbE, 10GbE, 25GhE,
40GbE 1 100GbE

*  VIHTennekTyansHbii MOHUTOPUHT, rpaduyeckoe
NPEACTABNEHME CTPYKTYPLI CETU U BOCCTAHOBNEHME
eé paboToCNOCOBHOCTH, NOUCK YAZBUMOCTEM U <y3KMX
MECT» B1aroaaps GyHKUMOHANBHEIM BO3MOXHOCTAM
Network Analytics Engine (NAE).

* [unamnyeckas cermentaums (Dynamic
Segmentation) npeaocTaBnseT BO3MOXHOCTb yCTa-
HOBWTb MPOCTOE W 3ALUMLLEHHOE MOAKMIOYEHUE
K CETM NoNb3oBaTENIM 1 loT-ycTporcTeam (uHtepHeTa
Beweli, embedded-ycrporicts).

LAHHbIX TOPA3N0 Bonee YaLLe, HEXENW APYT C OPYTOM, rapaH-
TUPYS NPEOCTOBNEHNE TeKYLLEro COCTOSHMA CETH B PEXMME
BM3KOMY K PEansHOMY BPEMEHU, No3Bonas Takum obpa-
30M, MPOM3BOANTL HE3ABMCHMOE OBHOBNIEHUE OTAEMbHLIX
MPOrPAMMHBIX MOAYNEN, YTO B CBOIO O4Yepelb, NO3BONAET
obecneunTs Gonee BEICOKUIA YPOBEHb AOCTYMHOCTM PECYPCOB.

Network Analytics Engine (NAE) - cpeactso
NPOABMHYTOTO MOHUTOPMHIA U AUArHOCTUKM

Hns nyuiweit HaBMraumm 1 BU3yanbHOrO NPEeACTOBAEHUS CETH,
a Takxe TpabnwytuHra s Hert, NAE (Network Analytics
Engine) npoussoanT aBTOMATMYECKMI MOHUTOPMHT U QHO-
NU3MPYeT COBHITHS, KOTOPHIE MOTYT CKA3ATLCS HErATHBHbIM
0bpa30OM Ha XM3HeaeaTensHOCTU ceTu. [1poaBuHyTHI ypo-
BEHb TENEMETPUM M ABTOMATU3ALMM, BNAroAaps MCNONL30BA-
Huio Phyton-areHTos, arenTos nHTepdeica KoMaHaHOM CTPOKM
1 REST API, npenoctasnsior BO3MOXHOCTb IErko ONpeaenuTs
V1 BBIIBUTb HE TOMBKO SIBHBIE MPUYMHbI HEMCNPABHOCTM B CETH
(froubleshoot network), a Takxe BbisBUTL HevcnpasHoCTH

B CETU, CBA3AHHBIE C CUCTEMOI, MPUNOXEHUIMM 1 Hesonac-
HocTbio. basa JaHHuix «fime series» (Time Series Database)



coxpaHseT B cebe koHPUrypauuu v cnyxebHsie onepa-
TVBHbIE JAHHbIE, AENast BO3MOXHbIM BbICTPOE paspeLleHie
CeTeBbIX HEMONAOK. DTH AAHHHIE MOTYT GbITh TAKXE UCMONb-
30BQHbI 4718 QHONUTHKU TPEHAO0B, MAEHTUDUKALMM QHOMANHIA
W NPEeacKasaHms Byaywmx TpeboBaHMIA, NPEabABASEMBIX K
emkocTh ceTi. [ToMMMO STOTO, MOXHO UCMOMB30BATL CTO-
POHHYE NPOTPAMMHBIE CPEACTBA, Takue kak: ServiceNow u
Slack, obecneunsaiowye BOSMOXHOCTb MHTENNEKTYANBHOM
nHterpaumn NAE-onoselenmii B cyllecTsyiowpe npoLeccs
NT-meHemkmeHTa, yckopss Npoueccs peluexus npobnem
W MHLMAEHTOB.

ASIC'vt BHYTpeHHeln pa3paboTku - Nporpammmpyemas
MHHOBALMS

ASIC'v cneunanbHol pa3paboTku, 3aKNAALIBAIOT OCHOBY
AN UHHOBALMOHHLIX Agile-npenmyiects, HenpessonaeHHomM
NPOU3BOAUTENBHOCTH U AAMNBHENLIMX NEPCNEKTHB PA3BUTHS
npoaykTos komnaHuu. [aHHsie nporpammupyemsie ASIC w,
NO3BONSIOT OCYLLECTBUTL HOTee TECHYIO MHTErPALMIO NPO-
PAMMHOTO M ONMAPATHOTO OOECTEYEHHS KOMMYTATOPOB 3TOV
cepmn ¢ kamnycHeimmn 1 LIO-apxutektypamm anst nossiwe-
HWSI MX NPOW3BOANTENBHOCTU, BEIUMUCIUTENBHOM MOLHOCTH
W BOCTYMHOCTU WX pecypcos. BupTyanuaaums nexopdiumx
ouepepneit unm VOQ (Virtual Output Queuing) opraxuayet
BMPTYQIbHbIE OYEPEAN TAKMM OBPA3OM, YTOBb! HE LOMYCTUTH
«congestion», OTBEYAET 30 HELOMYLLUEHSI CETEBOTO SBMEHMS,
nmeryemoro kak HOLB (Head of Line Blocking) 1 nossonget
06eCneunBaTbL «MCXOMSLIMM> NOPTAM NPOU3BOMTENBHOCTL
Ha ypoBHe «wire-speed» (HO MOKCUMABHOM NPONYCKHO
CNOCOBHOCTU UHTEPENCA) ANS UCXOASLLETO NOTOKA TPAGUKA.
[MbKMe B NNaHE AU3AMHA 1 APXMUTEKTYPSI CETEN, CBOWCTBA
W XOPAKTEPUCTMKM, 3ANOXKEHHBIE HA 3TAMNE NPOEKTUPOBAHMS
8 ASIC'vt npenocTaBnsioT Bce HEOOXOANMbIE BOBMOXHOCTH
ana Network Analytics Engine (NAE) nna c6opa v nposepku
BCEX HEODXOMMMBIX AAHHBIX B CETU, KOTOPLIE HEOOXOMMbI
Anst GLICTPOroO PA3BEPTLIBAHMS GYHKLMI U GYHKUMOHANG,

C nocneayowmm 3anyckom unx 8 paboty. DyHkumoHan
Network Analytics Engine (NAE) nossonset npoussogmts
MHCMEKLMIO AHHBIX, TAKMM OBPA3OM, HTO €70 MOXKHO HA3BATH
NAMPYIOLLMM B MHAYCTPUM GYHKUMOHTNOM CHANMUTUKM.
Cepus kommytaTtopos dataPy KA CX 6400 ynpasnaetcs
NPOrPAMMMPYEMOI CETEBON ONEPALNOHHON CUCTEMOMN,
NMHEKA NOCTPOEHA Ha annapaTtHoi apxutekType ASIC o
/-ro noKoneHws.

MpouseogutensHocTs. CneumanbHo 41t HOBbIX PbIHKOB

v pbiHouHbIX HUW: Mobility 1 loT (MHTepHeT Bewei)
Cepus kommyTtatopos muHeliku LataPy KA CX6400 ncnons-
3yeT NOMHOCTBIO PACNPEAENEHHYIO APXUTEKTYPY, B OCHOBE
KOTOPOM nexart cneumanuanposanHsie ASIC'm /-ro noko-
neHusi. TakoBOM NOAXOLM rAPAHTUPYET, YTO AAHHLIE MOLENM
CNOCOBHbI NPEAOCTABUTE O4EHb HU3KMI YPOBEHD 3AAEPXKKY,
YBENMUYEHHbIM OOBEM NAKETHBIX OydEPUIUPYEMBIX AAHHBIX,
a TAKXe aAanTUBHOCTb NOTPEBSEMON MOLLHOCTH B NPO-
uecce paboTbl. Bce ckopoCTHbiE MOKA3ATENM KOMMY TALIWM 1
MAPLUPYTM3ALMM (PearnsHOM M3MePEHHOM CKOPOCTM PABOT

06OPYROBAHMA) HOXOAATCA HAO YPOBHE «wire-speed» (mak-
CMMQIBHOM MPOMYCKHOM CNOCOBHOCTU UHTEpderca) ans
YOOBNETBOPEHMS NOTPEBHOCTEN CEPBMCOB U NPUNOXKEHNI,
KPUTHYHBIX K TOEOYEMO NONIOCe NPOMYCKAHMS 1 HO MOMEHT
TekyLLero Bpemenu, v 8 Oyayuiem. B kavectse npenmyluects
KQXOOW M3 MOAENEN, BXOAALUMX B JIMHENKY, MOXHO BHAEIUTL
cnegyoulee:

* [o 28 Téur/c nponyckHot cnocobroctu 1 ao (11400
Mnak/c) nakeTHON NPor3BO[MTENLHOCTY B MaCLITabe O[HOI
babpukm.

* Bce kommytatopsl ocHawers 100GbE uplink-nop-
Tamu, Gonbwmm obbemom namstu TCAM (Ternary Content
Addressable Memory), uto genaet vix aeansHbIMK Ans pas-
BepTHBaHMS,/ cTponTenscTBa ceTelt mobility 11 loT-ycTpolicTs
(uHTEepHETA Bewwel), Takxe nennos B GoMbLMX KAMMYCHBIX
CETAX C KOJIMUECTBOM KIIMEHTOB B HECKOJILKO ThICSY.

*  BO3MOXHOCTb 3a4aHMS OUepeaen CETEBbIX MPUNOXEHNH
W1 CEPBMCOB, NO3BONAET YNYULWMTb MPOU3BOIUTENBHOCT MyTEM
3000HMs KONMYECTBA OYepeaei 1 0ObeMa ACCOLMMPYEMON
Bybepr3npyemMon NamMITH.

*  YnyylweHHas aHepreTMyeckas SGPeKTUBHOCTU U CHU-
XeHHOE noTpebneHne brnarofaps UCNonb3OBAHMIO CEPTH-
duumposanHbix 6nokos nutanus 80 PLUS Platinum Certified.

DyHKLMOHAN PACLIMPEHHOM BUPTYANbHOM KOMMY TALWMM
Virtual Switching Extension (VSX)

CnocobrocTs ceTesoi onepaunorHor cuctemsl AOS-CX
NOAAEPXMBATL CUHXPOHU3ALMIO COCTOSHUI C UCMONB30BA-
Huem «dual control planes», nossonset peanusosars ynpo-
werHoe pelwenue yposhs «Carrier-class» ¢ sbicokoit gocTyn-
HOCTb pecypcos, Hasbisaemoe Virtual Switching Extension
(VSX). CneumansHo paspabotaHHoe pelueHie ¢ Mcnonb3o-
BOHMEM NYYLLMX TEXHONOTMI OBECNEYEHNS BHICOKON BOCTY-
HOCTW PECYPCOB M3 CYLLECTBYIOLLETO HA AAHHbIM MOMEHT:
DyHKLMOHAN arperaumu IMHKOB MEXMY HECKOMbKUMIM LLIACCH
Multi-chassis Link Aggregation (MC LAG), ®yHkumonan
POCLWMPEHHOM BUpTYyanbHoi kommyTtauuu Virtual Switching
Extension (VSX), kotopwii peanuayet pacnpeaeneHHyio apxu-
TEKTYPY C BLICOKOM CTEMEHBIO JOCTYMHOCTU PECYPCOB AAXE
BO BPEMS QNMPEaa unu CobLITHI Ha yposHe «control planes.
Huxe npuseneHsl OCHOBHbIE XOPAKTEPUCTUKM:

*  CUHXPOHM3ALWS COCTOSHWI B PEXMME PEQNBHOTO BpE-
menu, Gnaroaaps ncnonssosanuio AOS-CX.

* [1bkue, B NNaHe AM3AMHA M APXUTEKTYPLI CETEN, CBOMCTBA
M XAPAKTEPUCTHKM OOOPYHOBAHMS, 3Q/IOXEHHBIE HA 3TAMNE
NPOEKTUPOBAHYS B BALE PEANU3ALMM CXEMb PE3EPBUPOBA-
HUs active-active CeTeBOM apXMTEKTYPLI HO YPOBHSX L2 1 L3.

*  OnepatvBHas NPOCTOTA Afs YNPOLLEHHOMO NpoLecca
HOCTPOMKM.

* Bhicokui yposeHs [OCTYyNHOCTM Gnarogaps Au3anHy
YCTPOMCTB, NO3BOMSIOLLMI OBECTIEUNTL OTCYTCTBUE AOCTYIMHO-
CTV CEPBUMCOB, fOXe BO Bpems anrpengos. Hanpumep, pea-
nuzosats VX Live Upgrade, B cnyuae yreuku LACP-tpadmka.

* [lognepxxa ISSU 8 macwrabe ogHoro wacey (¢ dyHk-
uronanom dual management plane)



Cepus kommyTatopos HataPY CX 6400 - pewenune

ons ceti knacca Enterprise nio6oro macwraba

Cepust kommyTatopos nutenku JataPy KA CX6400 upe-
QIbHO MOIXOAMT AMIst BCEX TUMOB M MACLITABOB NPUMEHEHMS:
oT odUCca GUNNANG MK MANOro BKU3HECA [0 CETH KNAcca
Enterprise kpynHoit komnarmu. Bel moxete suibparts Hanbonee
NOAXOAALLEE PELIeHME 13 CEPUM YCTPONCTB, BKIIOYAIOLLEN
B cebsi BHIOOP M3 NUHEVKM 13 ABYX TUMOB MOLENEN, BHINOS-
HEHHbIX B GOPM-GAKTOPE WACCH, MAEANBHO NOAXOAALMX A7
pO3BEPTHBAHMA,/ CTPOUTENLCTBA CETEN AOCTYNA, Arperaumm
W Oennos ypoBHs 9000 cetu. DyHKUMOHANbHEIE XApaKTe-
PUCTUKM 3TUX 2-x Mogenel, ¢ 5- u 10-cnotamu, BriouatoT
B ceba:

e KomnakTHble waccu ¢ 5-cnotamu (7 RU) u 10-cnotamm
(12 RU), coBMECTHMBIE C LEMBIM CMIMCKOM AMHEMHBIX KApT,
NO3BONSIOLLMMI PECINIOBATL GYHKLMOHAN PE3EPBUPOBAHMS,
nog koHTponem <half-width»-monyneit ynpasnerms.

*  Buicokas nnoTHOCTL KOMMYTALMM, MAEANEHO NOAXOASLIAS
AN Pa3BEPTHBAHMA,/ CTPOMUTENLCTBA CeTel arperaumu, obe-
cneuvsaiowas 4o 480 NopTos HA KOMMYTATOPAX C NOAAEPX-
koi SmartRate v mynstururabutHoro Ethernet (1,/2.5/5GbE),
ocHawwenHbix PoE, cootsetctayiowmx cranaapry IEEE 802.3bt
High Power (60 Br).

* PeweHue NO3BONSET OPraHU30BATL KOMMYTALMOHHYIO
nnotHocTs fo 240 noptos 10GBASE-T, naeansto nogxo-
AALUMX AN PA3BEPTHBAHMS,/ CTPOUTENLCTBA CETEN BbICO-
konpom3ssoanTensHbix [ 1K v BEICOKOCKOPOCTHIX CEPBEPOB.
* Mogynu ¢ 4eTsipsms BbicOKoCKopoCTHbIMM uplink-nopramu
(10GbE/25GbE), uto sHauuTensHo noewiwaeT yaobcTeo
B NPOLECCe SKCMNYATaUmm.

* Mogymm c 1GbE, 10GbE, 25GbE, 40GbE
n 100GbE-nopramm.

*  BbICOKOCKOPOCTHOM MHTEPKOHHEKT 1 GYHKLMOHAN pacium-
peHHol BrpTyansHoit kommyTaumn Virtual Switching Extension
(VSX), 6naropaps ncnonssosanuio SOG DAC.

* [lonnepxka obWENPUHITOrO B UHAYCTPMM, CTAHAAPTA
IEEE 802.3bt High Power PoE (kn. 6), obecneunsaiowero
10 60 BT Ha oauH nopt anst paboTsl cambix nocnennmx lol-pe-
weHuii (uHtepreTa seweit, embeded-ycTpoiicTs) u Touek
poctyna Wi-Fi. Moanepxka PoE (Power over Ethernet), no
cranpapry |EEE 802.3at (PoE+) obecneuunsaer no 30 Br
HQ OAVH NOPT, TaK Xe, Kak v nioboe apyroe |EEE 802.3af-
COBMECTUMOE KOHEYHOE YCTPOWCTBO.

*  Bhicokuit ypoBeHb OCTYMHOCTU PECYPCOB, C TEXHOMO-
et «Always-On PoE», no kotoport nutanme PoE-nutanme
NPOLONXAET NOAABATLCS ACXE BO BPEMS NEPE3Arpy3ku
MO PACMUCAHMIO U BO BPEMS OBHOBNEHWA MUKPONPOTPAMM-
Horo obecneyeHus YCTPOICTB.

e DyHkuonan «Quick PoE» noseonset nogasats PoE-3nek-
TponuTanue Ha «powered devices» (ycTpoiicTea, nuTaiowmecs
no PoE), HounHas ¢ MoMeHTa noakioYeHms KOMMYTaTOPa
C 3M1EKTPOCETU NEPEMEHHOTO TOKQ, TAK, YTO YCTPOMCTBO
npoigeT npouesypy MHALMAIU3aumMK (nonHom sarpysku)
B TO X& BPEMs, O 3AYACTYIO U PaHbLIE, BPEMEHM NOMHON
30rpy3KM ONEPALMOHHOM CUCTEMBI KOMMYTATOPA.

* [lognepxka aBTOMATUYECKOTO ONPeneneHns «pre-
standard PoE» o6ecneunsaer nepenauy snexktpudeckoit

MOLHOCTM ans ycTapeslumx PoE-ycTporicTs.

* [lopaepxka cranaapra Energy Efficient Ethernet IEEE
802.30z cHuxaeT NoTpebnaemyio MOLLHOCTbL BO BPEMS
HM3KOWM CEeTEeBOM OKTUBHOCTM.

e Auto-MDIX obecneunsaeTt aBTONOACTPONKY M OBTO-
MATUYECKOE ONpefeneHue TMna obxuma kabens Ha Bcex
10/100/ 1000 noprax, Ha noprax ¢ noaaepxkoi SmartRate
v Ha noptax T0GBASE-T.

* Pexum coemectumoct UTM (Unsupported Transceiver
Mode) nossongaeT noaknouMTL 1 MCNONL3OBATSL B NPOUECCE
3KCMyaTauym Niodble, [AXe HE BXOASLME B CMIMCOK COBME-
cTMmocTv [MraBuTHBIE TPAHCUBEPSI M KabenbHble CHOPKM.

* [lopnepsxxa npotokona IPvo:

- [Nopaepxka pexuma xocta npotokona IPvé genaet sosmox-
HBIM YNPOBNEHNE KOMMYTATOPAMM B CeTsX npoTtokona [Pvo.
- Dual stack (IPv4 v IPv6) nomoraet ocyliectsnts nnaeHsii
nepexog ¢ npotokona IPv4 na npotokon IPvO, coxpatsia
BO3MOXHOCTb NOLKIIOYEHHS K CETH MO 0BOMM OBHOBPEMEHHO.
- MLD snooping HanpasnseT IPv6-MynbtukacT-tTpadmk
HQ COOTBETCTBYIOLLMIA MHTEPdEC.
- Mopnepxka npotokona IPv6 ACL/QoS nmnnemeHtrpyet
ACL 1 QoS ans npotokona IPvo.
- IPv6-mapwpyTrsauma obecnednsaeT CTaTMYecKyio
n OSPRV3-mapwpytmaaumio.
- besonacrocts obecneunsaet RA guard, DHCPvO protection,
dynamic IPv6 lockdown, ND snooping, IPv6 Source Guard,
IPvé DHCP Guard, Router Advertisement Guard npotokona
IPvo.

* Jumbo Frame'si nossonsioT coxparsTs G3KAMb Ha BLHICOKOV
CKOPOCTH 11 paBOTAT BEICOKOCOPTHBIM CUCTEMAM BOCCTAHOB-
NeHus aaHHsIX. MakCUManbHbIM NOAAEPKUBAEMBIN pA3MED
Jumbo Frame'a - 9198 6airr.

L CDyHKLLMﬂ Packet storm protection NO3BONYET 3AWMTUTL
ceTb ot broadcast n mulficast-wropmos, nytem saaaHms noss-
30BATENEM MOPOTOBLIX 3HAYEHMM PASNMYHLIX MAPAMETPOB.

*  Dynkums Smart link obecnednsaer nerkoe B Hactporike
pe3epBUPOBAHME IMHKOB, 0becneursaioLee 1 6anaHCMPOBKY
Harpyaku oaHospemenHo. MNoaaepxka «fast converging» Ha
uplink-noptax nossonsiet M3bexaTs CNOXHOCTEN CBS3AH-
Hbix co Spanning Tree. Bricokas poctynHocTs pecypcos
M NOALEPXKA PE3EPBUPOBAHUS AN TAPAHTUPOBAHHOTO
LJMTENBHOTO BPEMEHU anTaima (Bpemenu Ges nepesarpy-
30K ONEPALMOHHOM CUCTEMBI) MPeayCMOTPEHDI ClIeayIoLMe
pelleHus Heobxoaumsle ans nonHoueHHoro Layer 3-gennos
(pasBépThiBAHMA HOBOrO O6OPYAOBAHMA B CETH, HAPAAY C
ycTaHoBkol Hosbix Bepcuit [10) kak Ha yposHe aocTyna,
TOK M HO ypOBHe arperaumu, Takme kak: PBR, MSDP. BSR
n IP SLA Be3 HeobxoammocTu B NprobpeTermm NUeH3uM.
Hro BXOAMT B NOHATME «BbICOKOM AOCTYNHOCTU pecypcos
1 PE3EPBUPOBAHMSY;

*  [ubkocTs ceteol onepaumorHon cuctems AOS-CX
1 BBICOKMI YPOBEHb LOCTYMHOCTU PECYPCOB CETH, bnaroaaps
nopnepxke VSX.

e [lonHos noagepxka GyHKUMOHANA «30MEHBI HO FOPAYYIO»
(Hot Swap) 6nokamu nutanms, a Takxe - N+1 1 N+N-cxem
PE3epPBUPOBAHUA ANS OBEeCneyeHUs BHICOKOM 4OCTYNMHOCTH
MO NUTAHMIO 1 Ans OBEeCneYeH s PE3EPBUPOBAHMS B Clydae



BBIXOLIO OAHOTO 113 BNIOKOB MUTAHMS 13 CTPOS. DTO BCE MOBbI-
LWaeT OBWMI YPOBEHb NPOW3BOANTENLHOCTM M AOCTYMHOCTH
3anaca nuTanms, obecneursas Takum o6pasom, <hitless»-pe-
KM PE3EPBMPOBAHMS, FAPAHTHPYS COOTBETCTBME NOHSTUIO
«stateful failover».

* Virtual Router Redundancy Protocol (VRRP) nossonser
rPYNNam 13 2-x MapLIPyTM3ATOPOB AMHAMUYECKM CO3A0BATL
MOpLIPYTU3MpPYyemoe NpocTpaHcTeo & IPv4 u IPvO-ceTsx
C BLICOKOM CTEMEHbIO JOCTYMHOCTU PECYPCOB CETU.

* Uni-directional Link Detection (UDLD) ana moHmtopuHra
HONMUMS COEAMHERMS B DUUUECKOM JIUHKE - MPOU3BOAMT
MOHWTOPUHT LIENOCTHOCTM NIMHKA MEXAY ABYMS KOMMYTA-
TOPAMM U BIOKMPYET JIMHK C fIBYX CTOPOH B TEX Cy4asiX,
ecnvt BLINa NOTEPSIHA LIETOCTHOCTL CBA3HOCTU IMHKA MEXAY
nBymst yctpoictsamu. anHas GyHKkums cryxut ans npe-
notepalieHns / He[onyLEeHMs 30KOMbLOBLIBAHMSA B CETAX C
ncnons3osaHuem STP-npotokona.

* |EEE 802.30d LACP noagepxvsaet no 256 LAG, kax-
LIt 13 KOTOPLIX NOAAEPXMBAET A0 8 MUHKOB/ CoeamnHeHu
Ha oyt LAG; BO3MOXHO CKOHOUIYpMpOBATL CTATMYECKOE
WM AUHOMUYECKOE PYNMUPOBAHME, O TAKXE ANfOPUTM
X3LMPOBAHUS, ONPEAENAEMBIN MOSb3OBATENEM.

* |EEE 802.1s Multiple Spanning Tree obecneunsaet seico-
KYIO CTeneHb BOCTYMHOCTU NIMHKOB MPU 3aAEMCTBOBAHMM
6onblworo konuuectsa VLAN ans pasHoro poga cepeucos
M MOXET BO3HUKHYTb MyTAHMLA. DTOT CTAHAAPT OCOBEHHO
QKTYQrEH B TEX Cy4asiX, KOTAA HEOBXOMAMMA NOAAEPKKA
MHOXECTBA Apes npotokona spanning free. OaHoBPEMEHHO
nopaepxueaiotcs u cranaoptsl [EEE 802.1d u IEEE 802.1W.

* |EEE 802.3ad link-aggregation-control protocol (LACP)
v port trunking NOABEPXUBAET CTATUHECKWIM U AUHAMMYECKMI
pexum paboT, Tae KaXAbIN TPAHK NOAAEPXMBAET 8O 8 NnH-
KoB [NOpPTOB) Ha OAKMH CTATUYECKMI TPAHK.

* [loamepxka NLB [Microsoft Network Load Balancer)
L1 CEPBEPHBIX MPUMEHEHMI]

* Ethernet Ring Protection Switching (ERPS) o6ecneunsaer
30LWMTY M BHICTPOE BOCCTAHOBIEHME B CETSIX C TONONOIMEN
BMOQ «3BE3M0>.

Pynkumn 1 pyHkuronan Quality of Service (QoS)
Ina nproputesauumn Tpaduka, NMMHERKa KOMMYTATOPOB
HataPy KA CX6400, nonaepxusaet cnenyiome noautmikm

n anroputmsl QoS:

* Ouepeau Strict priority (SP)u Deficit Weighted Round
Robin (DWRR).

* [puopuresaumn tpaduka (IEEE 802.1p) ang npropu-
TE3AUMM B PEXMME PEAITBHOMO BPEMEH.

* Class of Service (CoS) ycranaenmeaet yposHu npyo-
putesaumm comacto |IEEE 802.1p, onepupys cnegyiowwmmm
npuatakam: IP-appec, IP Type of Service (ToS), npotokon
ypoeHs Layer 3, Homep nopta npotokona TCP/UDP, Homep
nopta otnpasuTens u ncrourmka, DiffServ.

* Rate limiting ycTaHoBAMBAET MAKCHMYM NO MPOMYCKHOM
CNOCOBHOCTU 15 BXOASLLETO NMOTOKA TPAGUKA HA YKA3AHHBIMA
MOPT, @ TAKXE MUHMMYM MO MPOMYCKHOM CNOCOBHOCTH A1
YKQA3QHHOM O4YEPEM HA YKA3AHHbIM NOPT.

* [TponyckHas CNOCOBHOCTb MCXOLALLETO NOTOKA PPenmMoB

MOXET BbITb OFPAHUYEHA BPYUHYIO HO OCHOBOHWMW OYepeai
6narogaps ucnonb3osaHuio eyHkumroran Egress Queuve

Shaping (EQS).

YnpoLueHHasi HACTPOMKA M YNpaBNEHUE CETbIO

B nononHeHue K MHCTPYMEHTAPUIO YNPABNEHWS CEThIO B BUAE
Network Analytics Engine (NAE), nuneiika kommytatopos
HataPy, npenoctasnset cnegyowme onumm ans 4ansHemn-
Lero pasBuTUs CeTH:

* REST APl anst TO4HOM M TOHKOM NPOrPAMMMPYEMON
HACTPOWMKM CETEBbIX 30,4A4

* Simple day zero provisioning

*  3anoxeHHslie Ha 31ane npoekTrposarms 8 ASIC ', dyHk-
LMW MOHWUTOPUHIG M OKKAYHTWHIG, 06eCcneunBaioT nopTam
MPOM3BOAMTENBHOCTb HA YPOBHE «wire-speed» (Ha makcu-
MQSIBHOM NPOMYCKHOM CNocobHOCTU uHTepdeiica). PyHkumm
MOHMUTOPMHIA 11 OKKAYHTUHIG HE OKA3bIBAIOT TAKMM OBPA3oM
BAMSHUSA HO NPEAOCTOBNSEMYIO KITMEHTOM NPOW3BOAUTENb-
HOCTM U ckopocTs.; OnepaTopbl COBUPAIOT BENMKOE MHO-
XECTBO NAPAMETPOB CETEBOM CTATUCTUKM M MHOOPMALMH
ANt TNAHUPOBAHUS EMKOCTM CETH, O TAKXKE PELLAIOT 3a4A4M
MOHWTOPMHIQ CETU B PEXMME PEANBHOTO BPEMEHM.

* B 30BMCMMOCTM OT NPeanoUTeHit B NNaHe COOBPaXeHH
6e30NacHOCTY GyHKLMSI KOHTPONS YNPABAKIOWMMI MHTEPDEN-
camn (Management inferface control) moxet axtvemanposats
WMAM OTKMIOYATH KOHCOMbHbIA MOPT UMK KHOMKY «resets.

e OBWenpuHSTHIN B MHAYCTPUM UHTEPDENC KOMAHIHOM
crpoku (CLI) ¢ uepapxuyeckolt CTpyKTYpOH, YTO yMeHbLIGET
CTOMMOCTb 1 BPEMS 151 OBYUYEHUS QAMUHUCTPATOPOB CETH.
O6napaHue AaHHEM UHCTPYMEHTAPUEM MOBLILLAET NPOAYK-
TUBHOCTb SKCMITYATALMM B MYTIETUBEHAOPCKUX CETAX.

* Oyrkums Management Security pasrparmyneaeT npasa
AOCTYNA K KPUTUHECKM BAXKHBIM KOMOHAGM YNPABAEHNS
WM HOCTPOWIKM YCTPOMCTB, 0BECNeUnBaET NOKAMLHOE 1 yaa-
NEHHbIN JOCTYN C MHOXECTBEHHbIM YPOBHEM NPUBUNETUPO-
BAHHOCTM, 3QLUMLLIEHHbIM NAPONEM.

o SNMP v2¢c/v3 obecneunsaer SNMP -dbyHkumonan
yTeHus frap'os MIB (Management Information Base) obuie-
MPWHSTOrO CTAHAAPTA, O TAKXE C ero pacLumpeHismm sFlow
(RFC 3176)

* |P Flow Information Export (IPFix) naet BoamoxHocTs
NepexBATA NOTOKOBbIX ACHHbIX, NEPENABAEMBIX KITMEHTOM
A9 YIYULWEHNA MOHUTOPUHIA B CETH.

*  YnpolueHHas koHpurypaums mexay BGP-nupamu genaet
BO3MOXHbIM MHTErpaLMio ¢ Azure.

* YcTpolcTBa 06€CneUumBaIOT UHCAMTH AN «300EPXKKM,
«oWMBOK Nepenaym» U oTobPAXaloTCs Yepes HTepdeic
HataPy Central (npy otcyTeTBMM CAHKUMOHHBIX OrpaHUYeHMi
HQ NpHOBPETEHME TMUEH3UM) - ANF YNYHLWEHNS MOHUTOPHHIG
B CETW BO BPEMs YNPABMEHNS NPOLECCOM NOAKMIOYEHMS
HOBbIX KIIMEHTOB.

e SNMP sknioyaeT B ceba GyHKLMM YTEHUA 1 3ANUCH ANS
MHTErPALMK B OBLLENPUHSTEE YTUAUTSI.

* RMON (Remote Monitoring), Hapsay ¢ SNMP vcnons-
3yeTcs AN MOHUTOPWHIG OCHOBHbIX GYHKLMI 1 NOPAMETPOB
cetu. [NopnepxmBatoTcs cnegyiolme rpynmsl yAaneHHOro
MOHWUTOPMHIQ: CTATUCTUKA, UCTOPHS, TPEBOXHLIE COODLLEHMS,



cobbitns; ComecTtHoe ncnonbzosanne RMON 1 sFlow
obecrneunBaeT BO3MOXHOCTb OCYLLECTBREHWs Bonee Kaye-
CTBEHHOTO MOHWUTOPUHIA U BoMee AeTANbHOMO COCTABAEHMA
OTYETOB N9 COBITUN TUNA: CTATUCTUKA, MCTOPMS, TPEBOXHLIE
cooBLLEHNS, COBBITUS.

* TFTP v SFTP noppepxuBaeT pasnmyHbie MEXAHM3MbI
angeita koHburypaumn ycrpoiicts; OBsluHbin npotokon FTP
(TFTP) nossongeT opraHm13osaTs AByHANPABAEHHYIO Nepeaaqy
nanHbix no TCP/ IP-cetw; Mpotokon Secured File Transfer
Protocol (SFTP), B otauumm ot «obeiunoro» TFTP, sanycka-
eTcs «nosepx» TyHHens npotokona SSH ans obecneverus
LONONHUTENBHOTO YPOBHS 6E30NACHOCTY.

*  Yruutel Debug v sampler nopnepxusator komaHas ping
v traceroute ana npotokonos [Pv4 u IPvo.

* Network Time Protocol (NTP) cunxponmampyet 1 noanep-
KUBAET UHPOPMUPOBAHUE MEXTY TEPPUTOPUAIBHO-PACTIPE-
LENEHHBIMM CEPBEPAMM U KIIMEHTAMM AAHHOTO NPOTOKONG;
[MpoToKON NOAKEPKUBAET CUHXPOHMU3ALMIO MEXAY BCEMM
YCTPOMCTBAMM, Ybst PABOTA 3ABUCUT OT BREMEHU 1 EI0 TOY-
HOCTM, TAPAHTUPYS HANUYME NOCTOAHHOTO CUHXPOHHOTO
NOKA3AHUS CUCTEMHBIX YOCOB B HYX.

* [potokon LLDP (Link Layer Discovery Protocol), coorsert-
cteyet ctangapty |[EEE 802.1AB anoHcupyeT u npuHumaert
CyXebHYIO MHPOPMALMIO OT BCEX COCENHUX YCTPOWCTB CETH,
CNocobCTBYS YNPOLWEHUIO MAMMHTA CIYXXEOHLIX YNPABASIOLMX
CETEBbIX MPUOXEHN 1 CEPBUCOB.

* Dual flash images o6ecneunsaet xparerme primary-

u secondary-¢aiinos 06pa3os ONepaLMOHHON CUCTEMSI
B SHEPrOHE3ABUCHMOM NAMSTU ANs Hy>xa 63KaNa unv 4ns ciy-
4as opraHmn3aLmK npouecca bezonackoro obrHosnerms OC.

* [lopnepxunsaetcss GyHKUMOHAN 30AAHNS ONUCAHUIA
M MMEH NOPTAM YCTPOMCTBA ANs Honee NpocToro onpege-
NEHWSI HO3HAYEHUS TOTO WM MHOTO MHTepdENCa.

*  DHeproHe3aBUCHMAs NAMATL YCTPOWCTBA NO3BONAET
XPAHWTE B ce6Ee MHOXECTBO PA3NUYHLIX BEPCUIT GAMNOB
KOHOUrypaLumu yCTPONCTBA.

*  MOHUTOPUHT UCXOOAETO M BXOAAWETO TPADUKA HA
NOPTAX AENAET NPOLECC PA3PELEHMs CeTEBLIX NPObnem
Bonee 3¢pPeKTUBHLIM.

* Unidirectional link defection (UDLD) npoussoamt moHu-
TOPMWHT LENOCTHOCTM NIMHKA MEXOY ABYMS KOMMYTATOPAMM
1 BIOKUPYET JIMHK C ABYX CTOPOH B TEX CIy4dsX, eCv Bbina
NOTEPSHA LENOCTHOCTL CBS3HOCTH NIMHKA MEXAY ABYMs
YCTPOMCTBAMM.

* I[P SLA for Voice npon3BoanT MOHWUTOPMHF KQ4ECTBA
ronocosoro Tpaduka, ¢ ucnonssosaHvem UDP Jitter gns
TecTuposaHus VolP.

CepBsucbl, NPOTOKONbI 1 GYHKLMM KOMMYTALMK YPOBHS

L2 (Layer 2 Switching)

MNonaepxvsaiotcs cepemcsl v npotokons ypoers L2 (Layer 2):

* [lopnepxka obbiuHoro VLAN u TervposarHoro, no craH-
napry IEEE 802.1Q (4094 VLAN ID)

* [loapepxkaJumbo Frame'os (Ysennuere anuHs koppos
Ethernet) nossongeT oueHb oL MO NOBLICKTL NPOK3BOAN-
TENBLHOCTL B CETU BO BPEMs Nepeaadun 6omblumnx obbemos
ACGHHBIX; MOAIEPXMBOETCA YBENUUeHue annHsl kagpos Ethernet.

MakermansHsiii nopaepxvsaemsii pasmep Jumbo Frame'a
-no Q198 6anr.

* [lognepxka npokona IEEE 802.1v nossonset asTomaTy-
4ECKM U30NIMPOBATE TPAGUK, HE COOTBETCTBYIOLLMIA NPOTOKOY
IPv4, B otnensHbie VLAN 4.

* Rapid Per-VLAN Spanning Tree (RPVST+) nossonsiet
kaxaomy VLAN noctpouts caoe cobeTeeHHOe Apeso NpoTo-
kona STP, 4To6bl MOBLICKTL NPOMYCKHYIO CMTOCOBHOCTS JIMHKA,
a Takxe oH coBmecTm ¢ PVST+.

* [lopnepsxka npotokona MVRP nossonsiet asromaTmiecku
«0BYYUTL» 1 arHammdecku npucsonTs,/nponucats VLAN b
CEPBUCAM UMK KOKMM-TMOO NMPUMEHEHMSIM.

* TyHHenbHbIM npoTokon uHkancynaumm VXLAN gns osep-
NENHbIX CETEN, KOTOPBIM NO3BONSET MACLITABUPOBATL AEMOM
BUPTYQNbHbIX CETEN.

* [lpotokon BPDU (Bridge Protocol Data Unit) noseo-
naeT npospayro TyHHenuposats STP BPDUs, uto penaet
BO3MOXHBIM KOPPEKTHOTO BbIYMCIIEHHS MPABKILHOMO APEBa
yepes cetn MntepreT-npoeaiigepos,/Onepatopos casan,
WAN man MAN.

*  DyHKUMOHAN 3ePKANMPOBAHMS GU3UUECKOTO NOPTA
no3sonseT npoaybnMpoBaTs TPAGUK € 0AHOTO NOpTa (BXO-
LALLM NOTOK TPAPUKA U MCXOASLMIA NOTOK TpaduKa) Ha
no6oi 1HoM nopT Ans ero (Tpadwka) MoOHUTOPUHIG KK
saxsata. [NoggepxunsaeTcs 0o 4-x 3epKANMPYembIX rpymr.

* B peanusoumn STP sanoxeHa nogaepxka cTaHaopTos
IEEE 802.1D STP, IEEE 802.1 W (RSTP) Rapid Spanning Tree
Protocol ans yckopeHms KoHBepreHumm, Tak xe NOARepXKa
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP).

* IGMP (Internet Group Management Profocol) korHTpo-
NUPYET W yNpaBnseT NOTOKAMM NAKETOB MHOTOOAPECHO
pacchinku Ha cetesom ypoere L2 (Layer 2).

* [lonaepxxa sewwanus [Pv4-multicast uepes VXLAN/EVPN
osepreit noseonget noaaepxusats PIMSM /IGMP snooping.

* [loapepxxa IPv6 yepes osepnert VXLAN/EVPN.

* VXLAN ARP/ND suppression no3sonser MUHUMHU3MPOBATH
bnya ARP 1 ND-Tpadukom BHyTpu otaensHsix VXLAN-cer-
merToB, ontimuanpys VXLAN-ceTb.

* QinQ noseonsieT NOBLICUTL YPOBEHE 3PHEKTUBHOCTH
VLAN, nytem nobasnerus ewe ogHoro Tera 802.1Q sHyTpb
y>Xe TErMPOBAHHBIX NAKETOB.

CepBucbl, NPOTOKOAbI U PYHKLMM KOMMYTALMMU YPOBHS

L3 (Layer 3 Switchinég)

MNopnepxwsaiotcs cepaycsl 1 npotokons ypoesa L3 (Layer 3):

* ODynkupa User Datagram Protocol (UDP) helper noseonset
UDP-broadcast’y 6biTb HanpasneHHsIMM 4epes MopLpyTy-
3upyloLLme nHTepdeitcsl Ha 3anaxHbIli |P-agpec unicast unu
Ha appeca noacetelt broadcast. JanHas GyHkums oteedaeT
3a HegonyuueHue server spoofing for UDP cepeuch Takune
kak: DHCP.

* Aapec nntepdeiica loopback sanan kak agpec Open
Shortest Path First (OSPF), ynyuwas BosmoxHocTi & nnare
[QTHOCTUKM.

*  KapTbl MOPLIPYTOB NO3BONAT NyYlE KOHTPOAMPOBATH
MpoUecc NepecTpOeHUs U NepepacrpeasneHus MapLIPyTOB.

* Address Resolution Protocol (ARP) onpenenser MAC-



agpeca apyrux [P-xoctos B npeaenax ogHo noaceTy; ang
npotokonos |Pv4 v IPv6 nognepxumsaiorcs cneayiouwme
pexumsl: Ctatnyecknit ARP; gratuitous ARP, nossonsiowwmi
0bHapyxwmTb aybnuposatue |P-agpecos; ARP proxy nosso-
nset obecnednTts HopmansHyio paboty npotokona ARP mexay
NOACETAMM MAK B TEX CY4AsX, KOTAA NOACETU PA3LENeHb
CceTbio YpoBHs L2.

* [potokon Dynamic Host Configuration Protocol (DHCP)
YNPOLLAEeT NPOLECCH YNPABNEHNS W AOAMUHUCTPUPOBAHMS
8 IP-cetax 6onbworo macwraba. Pyrkums DHCP Relay
no3eonaeT TpaHcnmMposats paboty npotokona DHCP «aoxe
BHYTPb» NOACETEN.

* DHCP-cepsep - LeHTPANM3OBAHO YNPOLLAET W CHUXAET
TPYLOEMKOCTb MEHEKMEHTA QAPECHOMO NPOCTPAHCTBA
npotokona |Pv4.

* DNS (Domain Name System) cospaet pacnpeaenen-
Hyi0 6a3y AAHHbIX, KOTOPAs TPAHCAMPYET U COMOCTABNSET
HOMeHHbIe meHa 1 IP-agpeca, 4To cylecTBeHHO ynpoLlaeT
AM3QMH CETU M HABUTALMIO B HEM; NOAAEPXMBAETCS U PEXMM
knmeHTa, u pexwm cepsepa Generic Routing Encapsulation
(GRE) nossongeT TyHHENMPOBATL TPADUK HO YPOBHE MEXIY
ceTamn yposHs Layer 3, nossonss sanucsieats B nor Bce
AENCTBUS U NOMbITKM LOCTYNA.

* [logaepxu1aeTcs GyHKLMOHAN TECTUPOBAHMS HA HANUYME
sHyTperHero loopback ang ynpowerns npoueccoe Textu-
4ECKOTO ODCITYXMBAHMS U MOBLILLEHUS YPOBHS OCTYMHOCTH
ce u pecypcos; Pyrkums loopback detection nossonget
30LUMTUTE CETb U KOMMYTATOPE B HEM OT HEKOPPEKTHOTO
NOAKIIOUEHUS CETEBLIX KADENEN WU HEMPABUIBLHOM KOH-
burypaummn agmuHuctpatopom. lanHas dyHkums moxeTt
BbITb OKTUBMPOBAHA HA YPOBHE GU3MYECKOTO NOPTA MM
Ha yposre VLANa.

*  Oyrkumoran wnoza mDNS (Multicast Domain Name
System) nossonsieT NnpesocTaBNsTL CETEBBE CEPBUCH
nocpeactsom mDNS eHyTpyu 1 mexay noacetsmu (across
L3 boundaries).

* |P caburtepdeiic — 370 BUPTYaAnbHLIA UHTEPENC, CO3-
ACHHbIA MyTem pasgeneHns Gruanieckoro MHtepdeica Ha
MHOXECTBO NIOTUHECKMX, UCTOMbB3Yst PA3MMYHbIE TETMPOBAHHBIE
VLAN-ID. @usnueckuit nitepdeic MoxeT ObiTb KK «ObBbIY-
Huiit> nopr, Split port unun nutepdeiic LAG L3. Caburtepdetics
MCNOMB3YIOTCS ANt MHOTUX CITYHAEB, TAKMX KAK MHTEPKOHHEKT
«VRF-lite» v inter-vlan mapwpytvsaumu (router on-a-stick).

MapwpyTtnsaums yposhs L3 (Layer 3 routing).
MoanepX1BaIOTCA CEPBUCH M MPOTOKONbI
mapwpyTt1saumm yposns L3 (Layer 3 routing):

* Border Gateway Protocol (BGP) o6ecneunsaert IPv4-
v [PvO-mapLupyTMaaumio, KOTopas ABASETCA HOAEXHOM, MAC-
WTabUpPYyemor U rOKOM.

* Border Gateway Protocol 4 (BGP-4) umnnementnpyet
Exterior Gateway Protocol (EGP), ncnonsays sektopsl maplu-
pytuaaumu; On ucnonsayet TCP ana obecnederms Gonblero
YPOBHS HOAEXHOCTW B PEQNM3ALMM NPOLECCA OBbABAEHMS
HOBbIX MAPLUPYTOB ; DTOT NPOTOKON CNOCOBEH NOHU3UTL
TpeboBAHMS K HEOOXOAMMON ANst CBOEH paboTs nonoce
MPONyCcKaHws, Baroaapst UCNONb3OBAHMIO MHKPEMEHTHOTO

obHosnewus; BGP-4 nognepxueaeT paclumpeHHbii GpyHKL-
OHQN NPUMEHEHUS NONUTUK Ans Gonbluelt rbkocTu; Border
Gateway Protocol 4 npekpacto macwrabupyetcs go yposHs
oueHb BOMBLUKMX CETEN C PEANU3ALMEN «MSTKOTO Nepe3any-
cka» | «Msrkui nepesanycks -MEeXaHNU3M, MUHUMUSUPYIOLLMN
BAMSIHWE NEPE3Arpy30K HA MPOTOKOMb MAPLUPYTU3ALMM).

*  Multiprotocol Label Switching (MPLS) o6ecneunsaer
ceTeBoe MaclTabyposatue, Grarogaps connection-oriented
KOMMYTOLM MO METKAM ANA PA3NMUHBIX CETEBBIX MPOTOKOIOB.
MNoapepxwueaetcs ECMP, PECE mapuwpytnsaums u L3 VPN,

* Equal-Cost Multipath (ECMP) nenaet soamoxHoi pabory
C HECKONMBKMMM MAPLIPYTAMM C OAMHAKOBEIMM METPUKAMM
B MOPLLPYTU3MPYEMOM OKPYXEHWUM OOHOBPEMEHHO N5 yBE-
NAYEHNS KONMYECTBA PE3EPBUPYEMBIX TUHKOB W YBETUYEHUS
MPOMYCKHOW CNOCOBHOCTU.

*  Multi-protocol BGP (MP-BGP) obecneunsaet Boamox-
HOCTbIO COBMECTHOTO MCnonb3oBaHus |Pvod-mappytos 6na-
rofaps MCnonb3osaHmio dyHkuporana BGP v nogkmiodernit
BGP-nupam 6narogaps nenonssosatmio [Pvo.

*  Open shortest path first (OSPF) - o6ecneunsaet buicTpyio
KoHBepreHumio; B csoeit ocHose o ucnonsayert link-state
mappyTmrsaumio npotokona Interior Gateway Protocol
(IGP), kotopsitt nopnepxmeaetr ECMP, NSSA u MD5-me-
TOLbI AYTEHTUPMKALMM, 4TO B CBOIO O4Yepenb obecneumsaeT
MOBLILIEHHbIM YPOBEHb 6E30NACHOCTH, A TAKXKE Peann3a-
umio «markoro nepeaanycka» (graceful restart) ans 6Gonee
BbICTPOrO BOCCTAHOBIEHMS DYHKUMOHMPOBAHUS Nocne cooes
M oWKMbBOK B CETH.

* [lopnepxka OSPF sknouaer 8 cebs nognepxy
IPv4-mapwpyTtrsaumnm, cormnacHo npotokony OSPFv2 u
IPv6-mapwpytmaaumn, comacro OSPFv3.

* Cratnueckas IP-mapwpytmsaumns 4OET BO3MOXHOCTb
BPYUHYIO «MPOMMCATL MAPLIPYThI»; Brniouas comectumocTs
¢ npotokonom ECMP.

* Policy-based Routing (Mapwpytsauma Ha ocHoeaHMm
MPUHSATLIX MONWTHK) MCNOMBb3YeT KnaccubmkaTop Tpadmka,
HQ OCHOBAHMM KOTOPOTO NPUHUMAETCS PELLIEHUE O €70
nepefaye, Ha OCHOBAHUM TEX MOMUTUK, KOTOPBIE HACTPOMN
CHCTEMHBIM AOMUHUCTPATOP.

* [lopnepxka cratuueckoi mapwpytmaaumu IPv4 u IPvo
06eCcneynBaeT BO3MOXHOCTL BPYUHYIO «MPOMMUCATL MAPLL-
PYTbl», MCnonb3yolwpe npotokons IPv4 v [Pvo.

* [lopnepxuBaeTcs Lenbiit HABOP MHCTPYMEHTOB ANS NOBbI-
LIEHUst NPOM3BOANTENBHOCTM B ceTsix npoTtokona [Pv4; Bknio-
yas directed broadcasts, kactommsaumio napametpos TCP,
noaaepxky ICMP error packets v Tak nanee...

*  Mexanuam Dual stack IP onepupyet asymst otaensHbimu
ctekamu npotokonos I1Pv4 u IPv6 8 ogHolt cetn, nomoras
OCYLLECTBUTL MIABHLI Nepexog ¢ cet Tvna «/Pv4-only»
Ha ceTs Tina «|Pvd-only», B nnaxe gusaiiHa.

besonacHocTb. besotkasHocTs. [loBepeHHOCTb.
HanexHocTs. Kontpons uenoctHoctu:

Cepus kommyTtaTopos nuHerkun LataPy KA CX6400 ocHa-
weHa moaynem noseperHoi nnatdopmsl TPM (frusted
platform module) nnu, uHBIMU cnoBamm, NNATPOPMON KOH-
TPOMS LENOCTHOCTU. TAKOBOM NOAXOL rAPAHTUPYET HAYANO



30rpy304HOTO NPOLECCA C [OBEPEHHOM KOMOMHALMM KOM-
myTatopos AOS-CX.

OnucaHune pononHuTenbHbiX GYHKUMIA 6E30MacHOCTH:

*  AOS-CX ucnonbayet kpuntorpaduueckumit anroputm FIPS
140-2 anst 3aLWMTH «4yBCTBUTENbHBIX> AAHHBIX.

* Access control list (ACL) noagepxueaet u npotokon 1Pv4
v npotokon IPv6; ACL nossonset sanpetuts,/npenotepatis
LOCTYN HEABTOPM3OBAHHLIX MONL3OBATENEN K CETU, UMK ANS
SKOHOMMM CUCTEMHBIX, CETEBLIX U BEIYUCTIUTENBHLIX PECYPCOB;
MNpasuna MoryT BbiTb 2-X TUMNOB - PA3PELWNTL UM OTKIOHWTL
Tpadwuk otnpasuTens ; [pasnna MoryT 6biITs 30AAHLI HA
OCHOBOHUM 3QrONOBKA NpoTokona 2-yposHs (Layer?) mnu
3aronoska npotokona 3-ypoens (Layer 3).

* ACL Takxe npefoCTaBnsioT BOZMOXHOCTb GUALTPALMM
Ha ocHosaHuK noneit npotokona IP. IP-aapeca nctounmka,/
HO3HAYeHMs,/ NOACETH, HO OCHOBAHKM HOMEPOB MOPTOB MPO-
tokonos TCP/UDP mcTounuka,/ Ha3HAYEHMUS, HO OCHOBAHMM
Homepa VLAN unu Homepa $usuueckoro nopra.

e Remote Authentication Dial-In User Service (RADIUS).

* Terminal Access Controller Access-Control System
(TACACS+) npenctaenseT cpenctso ayTeHTdHKaLumm MCnonb-
aytowee npotokon TCP ¢ nognepxkoi WindpoBaHus NonHo-
CTbIO fi7151 BCETO 30MPOCA HA AyTeHTUUKALMIO, 0becneuunsas,
TAKUM OBPA30OM, BOMOSHUTENBHBIA YPOBEHL HE30NACHOCTM.

* Enrollment over Secured Transport (EST) nonaepxueaet
CO300HME NOAKMNIOYEHUHM, 3ALMLLEHHBIX CEPTUDUKATOM, YNpo-
waiollee ynpaseHe KOPnopaTUBHOM MHOPACTPYKTYPOM
otkpsiTeix knioyeit (PKI - Public Key Infrastructure).

*  ®yhkuns Management access security [oCTynHa v ang
onbox (Ha camom 06oPYAOBAHMM HENOCPEACTBEHHO), W AN%
offbox (Ha cToporHem o6opyaosaHuu) ang npoxoxaerms
npouecca ayTeHTUdukaumm agmmamnctpatopom. RADIUS wnu
TACACS+ moryT BbiTb TaKXE MCMONb3OBAHS Anst obecnevye-
HWS 30U POBAHHOMN AYTEHTUGUKALMM NONB3OBATENEN.

B nononHenwe ko Bcemy soiwenepeuncnerHomy, TACACS+
MOXET TAK Xe NPefoCTABNTL CEPBUCH ABTOPU3ALMM ANS
QAMUHUCTPATOPA.

*  O®ynkums Control Plane Policy sanaér nummtel v nopo-
roBble 3HaYeHUs Ha 0OPABOTKY NPOLECCOPOM YCTPOWCTBA
npotokonoe Control Plane'a, 4to6sl 3awuumits yeTporcTao
ot neperpysku LMY nog sosgeictemem DOS-aTak.

* [loaaepXxMBaETCH MHOXECTBO METOLOB AYTEHTUPUKA-
LMW Nonb3oBaTeNei ofHoBPemeHHO. McnonbayeTcs cynnu-
kaHT ctangapta IEEE 802.1X Ha knveHTe B couetaHum ¢
RADIUS-cepsepom ans npoxoxaeHus npouecca ayTeHTH-
GUKALMM, B COOTBETCTBUM C OBLLENPUHATEHIMM CTAHOAPTAMM
B MHOYCTPUM.

*  Web-ayteHtudrkaums 61aronaps MCNONs30BaHMIO GyHK-
uvoran Captive Portal Ha ClearPass ons Takux chep npu-
MeHeHWs KaK: [oCTEeBOM LOCTYN K CETU UMK AN YCTPOWCTB,
kotopsie He nogaepxusatot 802. 1x, nnbo asTopmsaumio no
MAC-agpecam.

* [lopgepxka ayteHTnduKaLmm knmentos no MAC-
agpecam.

* [lopnepxka onHOBpeMeHHoﬂ/noponneanoﬂ |[EEE
802.1X, MAC, Web-cxem aytertudumkawmm Ha oaun dusm-

yeckui nopt kommyTaTopa. [Nogaepxveaetcs no 32-ceccuit
TAKMX OLHOBPEMEHHBIX CXEM U MX KOMOUHALMM.

*  DHCP protection 6noknpyer DHCP-nakets ot HeasTopu-
30BaHHbx DHCP-cepsepos, npenotspallas Takum 06pasom,
DDoS-ataku (denial-of-service attacks).

*  DyHkuma Secure management access OCHAWAET Wntd-
POBAHMEM BCE THMbI 1 METOABI OCTYNA K 06OPYHAOBAHMIO
W HacTpoiikam cetnt (uHTepdeiic komanaroit ctpokm (CLI),
GUI, unm MIB) yepes SSHv2, SSLu / mnn SNMPv3.

*  Dynkuma Switch CPU protection obecneunsaet asro-
MATHYECKYIO 3aWKTy KoMMyTaTopa ot malicious -cetesoro
TPADUKA, C MOMOLLBIO KOTOPOTO 30YMBILLAEHHWUKMA MOTYT
MHITATLCA BLIBECTM OBOPYAOBAHUE M3 CTPOA («<MOTYLIMTL KOM-
MyTaTOpP>).

o Oynkuma ICMP throtiling sawmiwoet or DDoS-arak tvna
«|CMP denial-of-service attacks» nyrem asromatmueckoro
nepeeona nmoboro Nopra KommyTatopa & pexmm throttle
ICMP fraffic.

*  ODynkums Identity-driven ACL nmnnemeHTUpyeT Bbicoko-
TOYHbIE, AETAMBHLIE M, MPU 3TOM, BECHMA TMOKUE OaHOBpE-
MEHHO, NONUTUKKM BE30NACHOCTM [OCTYNA 1 NPUCBOEHMS/
accounmpoBaHms ¢ koHkpeTHsIM VLAN, kaxaomy ceTesomy
NOJb3OBATENIO, NMPOLEAWEMY AYTEHTUDUKALMIO.

*  ODynkums STP BPDU port protection Gnokupyet Bridge
Protocol Data Units (BPDUs) Ha noprax, kotopsim He npea-
HasHayero nonyderne BPDU (Bridge Protocol Data Unifs),
npenoTepallas Takum obpasom, forged BPDU-arakm (forged
BPDU attacks).

* Dynamic IP lockdown pa6oraet & caaske ¢ DHCP
protection ans 610KMPOBKM TPAGUKA OT HEABTOPMIOBAH-
HbIX XOCTOB CeTH, 3awmias ot IP-source address spoofing.

*  ®ynkups Dynamic ARP protection GnokupyeT sanpoce
ARP-broadcasts ot HeasTOpK3OBAHHLIX XOCTOB CETH, Npe-
[OTBPALLAS TAKUM OBPA30M, NMPOCTYLIMBAHWE WU KDAXY
LOHHBIX, NEPEAABAEMbIX MO CETU.

*  ODymkums STP root guard nossonset sawmTHTs «root
bridge» ot pasnunyHoro poaa malicious-atak nnm ownbok,
LOMYLLEHHbIX NPW KOHOUNYPUPOBAHMUM.

* Dynkuua Port Security nozsonsieT paspewmts 4ocTyn
K MOAKIIOYEHMIO K CETH TOMBKO KNMEHTAM, C ONpeaeneHHsIMM
MAC-agpecamu, KOTopbie MPOMMUCAHL QAMUHUCTPATOPOM.

o Oynkuns MAC address lockout 3a 6nokmposky nogksio-
YEHUS K CETU KIMEHTaM, ¢ onpedenerHsimu MAC-agpecamu.

»  Dynkums Source-port filtering paspewaet Tonsko onpe-
LENEHHbIM MOPTAM KOMMYHWKATUMPROBATS APYT C APYTOM

* TMoanepxxa SSH (Secure Shell) nossonser sawmdposars
TPAGMK BCEX NEPEAdBAEMbIX AAHHLIX YAANEHHOTO AOCTYNA
K MHTepdeiicy KomaHaHom ctpoku yctpoiictea (CLI)
«nosepx»/yepes IP-cetu.

* TMoapepxxka SSL (Secured Sockets Layer) nossonser
3awmndposaTts Bech Tpapuk npotokona HTTP, npenoctas-
Nsist TAKMM OOPA3OM 3ALUMLLEHHBINA AOCTYN K TPAdUIECKO
obornouke nonszosatens GUI - kommyTtatopa.

*  Oynkuma Secure FTP nossonsiet opraHmnaosats 3aLum-
LieHHOE nepemellerre GannoBbix AAHHbIX B HOMPOBNEHMM
K KOMMYTATOPY ¥ OT KOMMYTATOPQ; [ ToAnepkKa AAHHOTO
GYHKLMOHANA 3AWMLLAET OT HEXENATENbHLIX NEPEMELLEH



GaNOBbIX AAHHbIX B CETH UMK HEABTOPU3OBAHHOIO KOMUPO-
BAHUS GaiNa KOHPUIYPALMM KOMMYTATOPRA.

*  Oynkuma Critical Authentication Role rapantmpyert To,
YTO UHPPACTPYKTYPHO-BAXHbIE YCTPOWCTBA CETH, HANMPUMEP
IP-TenedoHbl, rapaHTUPOBAHHO NONYYAT AOCTYM K CETH, AAXe
8 cnydae otcytcTeus RADIUS-cepeepa B cetw.

*  Dynkums MAC Pinning no3sonset ManoakTHUBHLIM,

B NNaHE OOMEHA TPAGUKOM, YCTAPEBLLMM YCTPONCTBAM

B CETM, OCTABATLCH B CTATYCE «AYTEHTUGULMPOBAHHBIX>
nyTem npuesku,/ pesepsrposarma MAC-aapeca knveHTa
K HOMEPY GM3NHECKOTO NOPTA KOMMYTATOPT, 4O TEX NOpP, NOKA
COM KJIMEHT HE BBINOSHWT NPOLERYPY BHXOAA M3 CHCTEMSI/
«PA3NOMVIHUBAHMS> UM HE OTKIIOUNTCS OT CETU.

*  Dynkupa Security banner otobpaxaet kactomuamnpyemoe
cooblueHmre o nonuTuke Ge30NACHOCTH, KOTAA NOMb30BATENM
MbITAOTCS NOYYUTb JOCTYMN K KOMMYTATOPY.

* RadSec rapantupyert To, 4TO AAHHLIE, Nepenasaemsie
ans ayTteHteukaumm u akkayHtudra Ha RADIUS-cepeepe
6ynyT 6€30MACHO U HOAEXHO NepenaHs Yepes He3aLu-
LieHHbIE CEeTU.

* Private VLAN (PVLAN) obecneursaet nsonsumio Tpadmka
NONb30BATENEN, HOXOAAWMXCS B OgHOM M Tom xe VLAN:
06bIUHO, TPADKK NOPTOB KOMMYTATOPA MOXET NMPOXOANTL
HO Opyr1e ero NopTsl B NPEAENax OAHOM CETEBOM OOLHOCTH
W cywHocT 1/ v depes uplink-noprsl, Hezaeuckmo ot
VLAN ID van MAC-agpeca HasHaueHus. Vcnonsaosamue
AQHHOTO GYHKUMOHANA NO3BONAET NOBLICHTL YPOBEHD CETEBO
6e30NACHOCTH NyTEM OTPAHUYEHMS,/3ANPETA KOMMYHMKA-
LWt TMNa «peer-peers, NPefoTBPALLAs PA3ANYHOMO POAC
malicious-atak.

o Dynkuma Auto VLAN Creation asTomatuampyet cosna-
Hue VLAN'cB ang knneHToB, npoleawmx ayTeHTUbUKaLmio.
*  O®ynkums DHCP smart relay nossonset arenty DHCP
relay ucnonssosarts GyHkuuio sTopuuHoro IP-agpeca, & Tex
cnyyasix, koraa DHCP-cepsep He otseyaet Ha coobuieHne
DHCP-OFFER Multicast.

*  IGMP Snooping nossonset mHoxectsy VLAN'os noy-
4aTs ommHakossi Mulficast IPv4-Tpaduk, vytko pearupys Ha
Hy>Xgbl CETU B NNAHE NOTPEBHOCTU B NPONYCKHOM CNOCOGHO-
CTH, NyTem ymeHblueHs Gonslioro konudectea Multicast-no-
TokoB B kaxaom VLAN.

*  MLD (Multicast Listener Discovery) anorcurpyet notpe-
6utenam Multicast'a IPv6-Tpaduk; nopaepxusaetcs MLD
vl Bepcusa v2.

*  Protocol Independent Multicast (PIM) onpenenget tunsi
Pv4 u IPv6 multicast-sewanmsa 8 cetv, paspelas nepepady
MHGOPMALMM MO CXEMAM «One-to-many» 1 «many-to-many»;
ans npotokonos |Pv4 u IPvd nopnepxusaiotes cneayiowme
pexumsl: PIM Sparse Mode (SM), Source-Specific Multicast
(SSM) 1 Dense Mode (DM).

* Internet Group Management Protocol (IGMP) ucnons-
ayeT Any-Source Multicast (ASM) ana Hyxn ynpasnerus
IPv4-multicast sewarunem & cetsx IPv4; nonnepxwmeaiorca
sepcun npotokona: IGMPvT, v2 v Bepcus v3.

*  Multicast Service Discovery Protocol (MSDP) adbdek-
TMBHO MapLIpyTM3aupyeT multicast-Toaduk BHYTPM sapa ceT.
o Dynkuma MSDP for Anycast RP — 310 nHTpagomenHas

dyHKUMS, 0becneumBaiowas GyHKLMOHAN PE3EPBUPOBAHYS
W pacnpeneneHns Harpy3ku Ha CeTb.

KonBepreHuus

*  Mapuwpytuaaums IP-multicast'a skiodaet 8 ceba nog-
nepxky pexumos: PIM Sparse, Source-Specific Multicast
n Dense

*  |P-multicast snooping (data-driven IGMP) otseucer 3a
HeponyweHwve bnyaa Tpadukom IP-Multicasta.

* Protocol Independent Multicast anst npotokona IPv6
nogpepxueaeT one-to-many 1 many-to-many, Hanpumep,
ons sewwaHus IPTV B cetax IPvo.

e LLDP-MED (Media Endpoint Discovery) onpeaensior
CTaHOOPTHEIE paclumpenus npotokona LLDP, kotopsie xpa-
HAT B cebe napameTpsl HacTpoek dyHkumin QoS u VLAN,
4TOBbI ABTOMATUHYECKM CKOHPUIYPUPOBATL NOAKNIOHAEMbIE
ceTeBble YCTPOWMCTBA, HANPUMEP, Takue Kak |P-TenedoHsl.

* [lopaepxusaetca mHoxecTtso meTtofos PoE-allocation
(allocation no yposHio noTpebasemon MOLLHOCTM NUTAHMS
WK No KpuTepwam,/ npuaHakam onpegenenus knacca PoE,
c nomowwpio npotokonoe LLDP 1 LLDP-MED) ang 6onee sdpdek-
TMBHOTO ynpaBneHus molHocTsio PoE-anexktponutanms
u cHkeHus PoE-sHepronotpebnenms.

* AsTomaTuueckoe koHdurypuposarue VLAN gns voice
RADIUS VLAN ans HOCTPOWKM MCNOMb3YIOTCA CTAHAAPTHbIE
atpubytsl RADIUS'a v LLDP-MED ans astomatuueckoro
ynpaenerue konburypaumert VLAN'os cneunansHo ang
IP-Tenedoros.



TexHuueckue XAPAKTEPUCTHUKHN

Mapametpei

Onucanne
uHTepdeiicos

Bnoku nutanms
BeHTtunstops!

[abaputhbie
pasmepei

Macca

HataPy KA CX6405 v2
KommyTartop,
apr. (DR-KA-ROX26C)

1x 6405 v2 LWaceu (DR-
KA-ROX24C)

1 cnctemnasn nnata
YNPABASIOLLETO MO
(DR-KA-ROX31A)

2 BeHTunsTopHbix mMogy-
na(DR-KA-ROX32A)

5 cnotos «open module»
MogayneHele 6noku nita-
HUSI HE BXOMAT B KOMMNIEKT
noctaeku. [probpetaior-
€A OTAENbHO.

CoBMeCTUM CO CTIMCKOM
nnHeiHsix kapt: DR-KA-
ROX38B, DR-KA-ROX39B,
DR-KA-ROX40B, DR-KA-
ROX41A, DR-KA-ROX42A,
DR-KA-ROX43A, DR-KA-
ROX44A, DR-KA-ROX45A,
DR-KA-ROX38C, DR-KA-
ROX39C, DR-KA-ROX40C,
DR-KA-ROX41C, DR-KA-
ROX42C, DR-KA-ROX43C,
DR-KA-ROX44C, DR-KA-
ROX45C

Mopnepsxka PoE-cran-
napros: IEEE 802.34f,
802.3at, 802.3bt (Jo

60 Br)

1x RI-45 Console Port

1 KOHCOMBHBIN MOPT
UsSB-C

1x OOBM

1x USB Type A Host port
1x Bluetooth dongle

HataPy KA CX6410 v2
KommyTatop,
aprt. (DR-KA-ROX27C)

1x 6410 v2 Wacen (DR-
KA-ROX25C)

1 cuctemnas nnata
YNPOBASIOLErO MOAYIS
(DR-KA-ROX3TA)

4 BeHTUNFTOPHBIX MOAY-
na(DR-KA-ROX32A)

10 cnotos «open module»
Mogynshsie 6noku nuta-
HUS HE BXOMAT B KOMMIEKT
noctaeku. [puobpertator-
€51 OTAENBHO.

CosmecTum co crnckom
nuHerHsix kapt: DR-KA-
ROX38B, DR-KA-ROX39B,
DR-KA-ROX40B, DR-KA-
ROX41A, DR-KA-ROX42A,
DR-KA-ROX43A, DR-KA-
ROX44A, DR-KA-ROX45A,
DR-KA-ROX38C, DR-KA-
ROX39C, DR-KA-ROX40C,
DR-KA-ROX41C, DR-KA-
ROX42C, DR-KA-ROX43C,
DR-KA-ROX44C,
DR-KA-ROX45C
Mopnepxka PoE-cTan-
napros: IEEE 802.3df,
802.3af, 802.3bt (do

60 Br)

1x RJ-45 Console Port

1 KoHCOMbHBI NopT
USB-C

1x OOBM

1x USB Type A Host port
1x Bluetooth dongle

HaraPy KA CX6405 96
noptoe 1GbE Kn. 4 PoE;
4 nopra SFP56
KommyTatop, 6anan
apr. (DR-KA-ROX29A)

1x 6405 LWaccn (DR-KA-
ROX24A)

1 cuctemHas nnata
YNPABNSIOLLErO MOAYNS
(DR-KA-ROX31A)

2 BeHTUnSTOpHbIX MOay-
ns(DR-KA-ROX32A)

1 DR-KA-ROX38B Jlnnen-
Hast KapTa

1 DR-KA-ROX39B Jlnneii-
Hast KapTa

MogynbHbie 6ok nuTta-
HWA He BXOAAT B KOMMNEKT
nocrasku. [probpetaior-
€S OTAENbHO.

Q6x 10/100/1000Basel
PoE+ Moptos PoE knacc
4, no 30 Bt Ha nopr

4x
1GbE/10GbE/25GbE/
50GbE SFP-nopra
CoBMECTHM CO CNIMCKOM
nnHeriHbix kapt: DR-KA-
ROX38B, DR-KA-ROX398B,
DR-KA-ROX40B, DR-KA-
ROX41A, DR-KA-ROX42A,
DR-KA-ROX43A, DR-KA-
ROX44A, DR-KA-ROX45A
DR-KA-ROX44C, DR-KA-
ROX45C

MNopnepsxka PoE-cTan-
napros: IEEE 802.34f,
802.3at, 802.3bt ([o

60 B1)

1x RJ-45 Console Port

1 KOHCOMBHBI NOPT
USB-C

1x OOBM

1x USB Type A Host port
1x Bluetooth dongle

HataPy KA CX6405 48
nopros SFP+; 8 noproe
SFP56

KommyTatop, 6anan
apr. (DR-KA-ROX30A)

1x 6405 Laccu (DR-KA-
ROX24A)

1 crctemHan nnata
YNPABNAIoLIEro mogyns
(DR-KA-ROX31A)

2 BeHTnnatopHsix mogy-
ns(DR-KA-ROX32A)

2 DR-KA-ROX43A Jnnen-
HbIX KOPTHI

MogynsHble 6a10ku nuta-
HUS HE BXOOAT B KOMMNEKT
noctasku. [Npuobpetaior-
Sl OTAENbHO.

48x 1G/10G [Mopros
SFP+

8x

1GbE/ 10GbE/25GbE/
50GbE SFP-nopros
CoBmecTum co crmckom
nuHenHsix kapt: DR-KA-
ROX38B, DR-KA-ROX398,
DR-KA-ROX40B, DR-KA-
ROX41A, DR-KA-ROX42A,
DR-KA-ROX43A, DR-KA-
ROX44A, DR-KA-ROX45A
DR-KA-ROX44C, DR-KA-
ROX45C

Mopnepxka PoE-cran-
napros: IEEE 802.3df,
802.3af, 802.3bt (do

60 Br)

1x RI-45 Console Port

1 KoHCONbHBIN NOPT
USB-C

1x OOBM

1x USB Type A Host port
1x Bluetooth dongle

Tabnumua

HataPy KA CX6410 96
noptoe 1GbE Kn. 4 PoE;
4 nopra SFP56
KommyTartop,

apr. (DR-KA-JL741A)

1x 6410 Wacew (DR-KA-
ROX25A)

1 cuctemnas nnata
YNPOBASIOLLETO MOAYNS
(DR-KA-ROX31A)

4 BeHTUnaTOpHEIX MOAY-
na(DR-KA-ROX32A)

1 DR-KA-ROX38B Jlunen-
Has KapTa

1 DR-KA-ROX39B Jlunen-
Has KapTa

8 cnotos «open module»
MogyneHbie Gnoku nuTa-
HUSI HE BXOMIAT B KOMMNEKT
noctaeku. [Npuobpetator-
€5 OTAENbHO.

Q6x 10/100,/1000BaseT
PoE+ Mopros PoE knacc
4, no 30 Bt 1a nopr

4x
1GbE/10GbE/25GbE/
50GbET SFP-nopra
CoemecTum co crmckom
nmHeriHeix kapT: DR-KA-
ROX38B, DR-KA-ROX39B,
DR-KA-ROX40B, DR-KA-
ROX41A, DR-KA-ROX42A,
DR-KA-ROX43A, DR-KA-
ROX44A, DR-KA-ROX45A
DR-KA-ROX44C, DR-KA-
ROX45C

Moapepxka PoE-ctan-
napros: IEEE 802.34f,
802.3at, 802.3bt (do

60 B1)

1x RJ-45 Console Port

1 KOHCOMbHBIN NOPT
USB-C

1x OOBM

1x USB Type A Host port
1x Bluetooth dongle

LLlacew aTix mopymbHbIX MOAENE KOMMYTATOPOB MOAREPXMBAIOT YCTAHOBKY A0 4 MOMYSbHbIX GI10KOB MUTAHMS, OBCIYXMBAEMBIX C GPOHTANLHOM
CTOPOHbI, KOTOPHIE ArPETUPYIOTCS B KOMMIEKTE NOCTABKM QAANTEPAMM PA3BEMOB MUTAHMS, OBCIYXMBAEMBIX C 3aaHEN cTOpoHb waccu. Cnncok
coBmecTmbx mogpenett bnokos nutatus: DR-KA-ROX35A, DR-KA-ROX3OA. PoE-6lomkxeT 3aBUCHT OT KONMMYECTBA YCTAHOBAEHHBIX CUCTEMHBIX
NNAT, TMHEMHBIX KAPT, BEHTUASTOPHBIX MOAYNEN U KONMYeCTBa B0KOB NUTAHMS. Bnoku nuTaHms He BxoadT B KomnnekT noctasku. [ probpetaiorcst

OTAENbHO.

2 CUCTEMHBIX BEH-
TUASTOPHbIX MOZYAS.
BenmunatopHsie moaynu
- BbicTpochemHbie, field-
replaceable (FRU)

(B) 30,66 cm

(L) 44,26 cm

(M) x 44,85 cm
(12,1"x 175" x 17.7")

Macca 29,3 kr
(64,7 dynra)

4 CUCTEMHBIX BEH-

TUNATOPHBIX MOOYNA.

BeHTunatopHbie moaynm
- buicTpochemHbie, field-
replaceable (FRU)

2 CUCTEMHBIX BEH-
TUASTOPHbIX MOZYAS.
BentunatopHsle mogyau
- BricTpochemHbie, field-
replaceable (FRU)

Dusnueckme XAPAKTEPUCTUKHU

(B) 52,88 cm

(L) 44,26 cm x

() 44,85 cm |
(20,8"x 175" x 17.7")

53,5 kr (118,2 dyHra)

(B) 30,66 cm x

(L) 44,26 cm x

() x 44,85 cm
(12,1"x 175" x 17.7")

34,1 r (75,2 dywTa)

2 CUCTEMHBIX BEH-
TUASTOPHbIX MOLYAS.
BenTunstopHsle mogynu
- BuicTpochemHbie, field-
replaceable (FRU)

(B) 30,66 cm x

(L) 44,26 cm x

(M) x 44,85 cm
(12,1"x 175" x 17.7")

34 «r (75 dyHTa)

4 CUCTEMHBIX BEH-
TUNSTOPHbIX MOZYTIS.
BenTunatopHsie mogyau
- BricTpochemHbie, field-
replaceable (FRU)

(B) 52,88 cm x

(LLI) 44,26 cm x

(F) 44,85 cm (20,8" x
175" x 177"

58,3 kr (128,8 dyHTa)

CreupdpuKaLumm annapaTtHoro 0b6ecneyeHmst BbIMUCAUTENbHBIX MOLLHOCTEHN

LMY cuctemmoit nnats ynpaenaiowero mogyns - Quad Core ARM CortexTM A72 @ 1,8 [Ty
LMY naunerinbix kapt pacimpenus DR-KA-ROX38A-DR-KA-ROX43A 1 DR-KA-ROX38B-DR-KA-ROX40B- Dual Core ARM CortexTM A72 @ 1,8

My

LMY nunedttbix kapt pacwupenms DR-KA-ROX38A DR-KA-ROX38C-DR-KA-ROX43C- Quad Core ARM CortexTM A72 @ 1,8 Ty

[ns cuctemmoit nnarts ynpasnsiowero moayns - 16GB DDR4 ECC- 32GB eMMC
[nst nunenniix kapt paclvpenms DR-KA-ROX38A-DR-KA-ROX43A 1 DR-KA-ROX38B-DR-KA-ROX40B - 4GB DDR4
[nst nunentniix kapt pacmpenns DR-KA-ROX38C-DR-KA-ROX43C - 8GB DDR4



Mapametpei

O6bem

NAKETHOro

6ydepa

KommyTaumoras
cnocobHoCTb
cUCTEMBI

CuctemHas
nponyckHas
cnocobHocTb

CpepHee Bpems
sagepxku (LIFO.
Maketamu no

64-bar)

KommyTrpyembie
BMPTYQbHbIE MH-
Tepderice (dual
stack)

Konunuecteo
xocTos B ARP-Ta-
6nuue npotokona

IPv4

EmkocTb xoctos
npotokona [Pvé

(ND)

Konuuectso
Unicast-mappy-
To8 |Pv4

Konnyectso
Unicast-mapupy-
To8 IPvé

Konuuectso
multicast mapiu-
pyTos [Pv4

Konnyectso
multicast mapiu-
pyTos [Pvé

EmkocTb Tabnuubl

MAC-agpecos

Konmuecteo

IGMP-rpynn

Konuuecteo
IMLD-rpynn

Konnuecteo
IPv4/ IPv6/MAC
ACL 3anucen
(BxoAsAWMI NOTOK
Tpaduka)
Konuuectso
IPv4/ IPv6/MAC
ACL sanuceit (uc-
XOASLUMIA NOTOK
Tpaduka)

HataPy KA CX6405 v2 | OaraPy KA CX6410 v2 HataPy KA CX6405 96 HataPy KA CX6405 48 | JataPy KA CX6410 96
KommyTatop, apr. (DR- | KommyTatop, apr. (DR- noptos 1GbE Kn. 4 PoE; 4 | noptos SFP+; 8 nopros noptos 1GbE Kn. 4 PoE;
KA-ROX26C) KA-ROX27C) noprta SFP56 SFP56 4 nopra SFP56

KommyTatop, 6anan aprt. KommyTatop, 6aHan apt. | KommyTatop, apr. (DR-
(DR-KA-ROX29A) (DR-KA-ROX30A) KA-JL741A)

[ng amnerinbix kapt pacwmpenus DR-KA-ROX38A-DR-KA-ROX43A 1 DR-KA-ROX38B-DR-KA-ROX40B - 8 Mb, Ha oaHy nuHeliHyio kapTy
pacwmpenus

[ng anHernbix kapt pacwmpenus DR-KA-ROX38C-DR-KA-ROX43C- 16 MB, Ha ogHy nuHeNHY0 KapTy paclumMpeHus

[ng annerinbix kapt pacwmpenus DR-KA-ROX44A-DR-KA-ROX45A-32 MbB, Ha oaHy nvHeNHYIO KapTy pacluMpeHis

lpon3BoaAMTENLHOCT
14 Teur/c 28 Teut/c 14 Teur/c 14 T6ut/c 28 Teut/c
5700 Mnak/c 11400 Mnak/c 5700 Mnak/c 5700 Mnak/c 11400 Mnak/c

1 T6ut/c: 5,32 mc
10 Tewt/c: 1,48 mc
25 [6ut/c: 2,78 mc
40 Teut/c: 1,31 mc
100 6ut/c: 1,42 mc

1 T6ut/c: 5,32 mc
10 Teut/c: 1,48 mc
25 [6ut/c: 2,78 mc
40 eut/c: 1,31 mc
100 6ut/c: 1,42 mc

1 T6ut/c: 5,32 mc
10 Teut/c: 1,48 mc
25 T6ut/c: 2,78 mc
40 Teut/c: 1,31 mc
100 6ut/c: 1,42 mc

1 T6ut/c: 5,32 mc
10 eut/c: 1,48 mc
25 Teut/c: 2,78 mc
40 T6ut/c: 1,31 mc
100 T6ut/c: 1,42 mc

1 T6ut/c: 5,32 mc
10 Tewt/c: 1,48 mc
25 Teut/c: 2,78 mc
40 T6ut/c: 1,31 mc
100 [6ut/c: 1,42 mc

2048 2048 2048 2048 2048
49152; ang cny4as MCNonb3oBAHKMS TOMLKO NuHeHbX kKapT moaener DR-KA-ROX44C u DR-KA-ROX45C - no 163840.
49152; ong cny4as CNonb3oBAHKMS TOMLKO NuHeHbIX kapT mopener DR-KA-ROX44C u DR-KA-ROX45C - no 163840.
61000; anst cy4as MCNONb3OBAHMS TOMBKO NMHEMHbIX kapT mogenei DR-KA-ROX44C u DR-KA-ROX45C-go 630780.

61000; anst cny4as MCNONb3OBAHMS TONBKO NMHEMHbIX kapT mogenein DR-KA-ROX44C u DR-KA-ROX45C-go 630780.

8192 8192 8192 8192 8192
8192 8192 8192 8192 8192
32768; ong cnyyas enonb3osaHus Tonbko nuHerHsx kapt mogenen DR-KA-ROX44C y DR-KA-ROX45C - po 212992

8192 8192 8192 8192 8192
8192 8192 8192 8192 8192

64000/16384,/64000 - Ha ogHy AuHeltHyio kapTy pacmpenis mopeneit DR-KA-ROX44A /DR-KA-ROX44C n DR-KA-ROX45A /DR-KA-
ROX45C;

20480,/5120,/20480 - Ha oaHy nuHelHylo KaPTy PACLUMPEHWS, Ans CAly4as UCMOMb30BAHMA OCTANLHLIX MOAENEit.

20480,/5120,/20480 - na oany nuHeiiHyio kapTy pacwupenus mogeneit DR-KA-ROX44A /DR-KA-ROX44C v DR-KA-ROX45A/DR-KA-ROX45C;

8192,/2048,/8192 - Ha opHy NMUHENHYIO KAPTY PACWMPEHHS, ANA CY40S UCNOMb30BAHNS OCTAbHBIX MOAENEN.

256 256 256 256 256



Mapametpsi

Makenmanero go-
MyCTUMBIA AMANA3OH
pabounx Temnepatyp

Makeumanero pony-
CTUMBIN AMANA30H pa-
6o4eit OTHOCUTENBHOM
BAIGXHOCTM BO3AXA

MakeumansHo aony-
CTUMble YCNOBMS AN
ycTpoMcTs B Hepabo-
Yem COCTOSIHUM

MakcumansHo
AOMYCTUMAs OTHOCH-
TENbHAS BICXHOCTb
XPAHEHHMs!

MakcumanbHo
ponyctmas pabouyas
BbICOTO HAL, YPOBHEM
Mopsi

Makeumanero gony-
CTUMQ$ BBICOTA HAA,

YPOBHEM MOpsi B He-
paboyem cocTosiHUM

YposeHb
QKYCTMYECKOTO LyMa

OcHosHoe Hanpas-
JieH1e BO3[yLHOro
noToka

[HaraPy KA CX6405 v2
KommyTatop, apr.
(DR-KA-ROX26C)

HataPy KA CX6410 v2
KommyTartop, apr.
(DR-KA-ROX27C)

DataPy KA CX6405
96 nopros 1GbE Kn. 4
PoE; 4 nopra SFP56
KommyTatop, 6anan

apt. (DR-KA-ROX29A)

HaraPy KA CX6405 48
noproe SFP+; 8 nopros
SFP56

KommyTatop, 6anan

apr. (DR-KA-ROX30A)

TpeboBaHMsi K OKPYXAIOLLENA CPEAE, INEKTPONUTAHUIO, XPAHEHMIO U TPAHCMOPTUPOBKE YCTPOMCTE

ot 0°C po 45°C po
BLICOTH 1,5 KM, C ymeHb-
werunem Ha 1°C kaxaple
305 metpos, HaumHas
cotmeTkn B 1,5 km

110 BHICOTH 3 KM

ot 15% no 95% npw
40°C, 6e3 BbnageHns
KoHaeHcaTa

ot -40°C po 70°C

ot 15% no 95% npw
65°C, 6e3 BbinageHmns
KoHAeHcaTa

3 km

4,5 km

46,6 pb-ans ycnoswit
TECTUPOBAHMS C 2
6nokamu nutaHms (DR-
KA-ROX35A) 1800 Br, 2
seHT.mopynamu, 370 Br ¢
PoE 1 Tpadukom Ha Bcex
noprax

46,3 pb-png ycnosui
TECTUPOBAHMS C 2
6nokamu nutaHms (DR-
KA-ROX36A) 3000 Br, 2
seHT.mopynamu, 370 Br ¢
PoE 1 Tpadukom Ha Bcex
noptax

Or nepegtelt naxenu
K 300Hen

or 0°C po 45°C po
BLICOTH 1,5 KM, C ymeHb-
wenunem Ha 1 °C kaxaple
305 metpos, HaumHas
cotmetkn B 1,5 km

10 BHICOTH 3 KM

ot 15% po 95% npwm
40°C, 6e3 sbnageHus
KoHaeHcaTa

ot -40°C po 70°C

ot 15% o 95% npm
65°C, 6es sonageHus
KoHaeHcaTa

3 km

4,5 km

48,8 nb-ana ycnosuit
TECTUPOBAHHS C 2
Bnokamu nutaHms (DR-
KA-ROX35A) 1800 Br, 4
seHT. mogynamu, 370 Br c
PoE 1 tpadukom Ha Bcex
noprax

48,9 nb-ana ycnosuit
TECTUPOBAHMS C 2
Bnokamu nutaHms (DR-
KA-ROX36A) 3000 BT, 4
seHT. mogynamu, 370 Br c
PoE 1 tpadukom Ha Bcex
noprax

Ot nepegHett naHenu
K 300HENM

or 0°C no 45°C po
BLICOTH 1,5 KM, C ymeHb-
wernem Ha 1°C kaxasie
305 metpos, HaumHas
cotmetkn B 1,5 km

10 BHICOTH 3 KM

ot 15% po 95% npwm
40°C, 6e3 BoinapeHns
KoHaeHcaTa

ot -40°C po 70°C

ot 15% o 95% npw
65°C, 6e3 BunageHna
KoHpeHcaTa

3 km

4,5 km

46,6 nb-pns ycnosuit
TECTUPOBAHMS C 2
6nokamu nutaHms (DR-
KA-ROX35A), 1800 Br,
2 senT. mogynsmu, 370
Bt ¢ PoE v tpadukom Ha
BCEX NOPTAX

46,3 pb-ans yenosuii
TECTUPOBAHMS C 2
6nokamu nutaHms (DR-
KA-ROX36A) 3000 Br,
2 senT. mogynamu, 370
Bt ¢ PoE v tpadukom Ha
BCEX NOPTAX

Ot nepenHert naxenu
K 3aaHewn

Mapametpel anekTponuTaHms

o1 0°C po 45°C po shico-
T 1,5 kM, C ymeHbleHnem
Ha 1°C kaxasie 305 me-
TPOB, HAYMHAS C OTMETKM
B 1,5 kM 0O BHICOTH 3 KM

ot 15% no 95% npw
40°C, 6e3 BbinageHns
KoHaeHcaTa

ot -40°C po 70°C

ot 15% no 95% npw
65°C, 6e3 BeinageHns
KoHAeHcaTa

3 km

4,5 km

Or nepegHelt naxenu
K 300Hen

HataPy KA CX6410 96
noptos 1GbE Kn. 4 PoE;
4 nopra SFP56

KommyTatop, apr.
(DR-KA-JL741A)

ot 0°C po 45°C po
BLICOTH 1,5 KM, C ymeHb-
werunem Ha 1°C kaxaple
305 metpos, HaumnHas

c otmeTkn B 1,5 km

10 BHICOTH 3 KM

ot 15% no 95% npw
40°C, 6e3 BbnageHns
KoHaeHcaTa

ot -40°C po 70°C

ot 15% no 95% npw
65°C, 6e3 BbinageHms
KoHAeHcaTa

3 km

4,5 km

48,8 nb-png ycnosuin
TECTUPOBAHMSA C 2
6nokamu nutaHms (DR-
KA-ROX35A) 1800 B,
4 seHt. mogynamu, 370
Bt ¢ PoE v tpadmkom Ha
BCEX NOPTAX

48,9 nb-ana ycnosuit
TecTMpoBaHus ¢ 2 6no-
kamm nutanus (DR-KA-
ROX36A) 3000 Br, 4
seHT. mogynsmu, 370 Br
¢ PoE v tpadmkom Ha
BCEX NOPTAX

Or nepegtelt naHenu
K 300Hen

Yacrora

Ceptndukaums
80plus.org

Hanpsixenune
nepeMEeHHOro Toka

Cuna toka

50Ty /60 Ty

Platinum ans DR-KA-
ROX35A- 1 DR-KA-
ROX36A-moneneit
6n0oKoB NUTAHMS

110-127,/200-240 B
nns DR-KA-ROX35A- 1
DR-KA-ROX36A-moaeneit

610KOB NUTAHMS

[nsa 6noka nuTanms
mopenu DR-KA-ROX35A:
12 Anpu 110-1278, 10A
npu 200-240B

[nsa 6noka nuTanms
mopenu DR-KA-ROX36A:
16A npu 110-240B

50y /60Ty

Platinum ans DR-KA-
ROX35A- 1 DR-KA-
ROX36A-mopenei
6noKOB NUTAHMS

110-127/200-240 B
ana DR-KA-ROX35A- n
DR-KA-ROX36A-mopeneit
BrOKOB NUTAHMS

[ns 6noka nutaHms
mopenu DR-KA-ROX35A:
12 A npu 110-127B, 10A
nput 200-2408

[ns 6noka nutaHms
mopenv DR-KA-ROX36A:
16A npu 110-2408

50Tu /60 Iy

Platinum ans DR-KA-
ROX35A- 1 DR-KA-
ROX36A-mopenei
610KOB NUTAHMS

110-127/200-240 B
ans DR-KA-ROX35A- 1
DR-KA-ROX36A-mopne-

ner BOKOB NUTAHMS

[ns 6noka nutaHms
mopenu DR-KA-ROX35A:
12 A npu 110-127B, 10A
npu 200-240B

[ns 6noka nuTaHms
mopenu DR-KA-ROX36A:
16A npw 110-2408

50Ty /60 Ty

Platinum ans DR-KA-
ROX35A- 1 DR-KA-
ROX36A-moneneit 6nokos
NUTAHUS

110-127/200-240 B ons
DR-KA-ROX35A- 1 DR-KA-
ROX36A-mopeneit 6rokos
nuTaHms

[ns 6noka NUTaHUs Mo-
nenv DR-KA-ROX35A: 12
A npwu 110-127B, 10A npu
200-2408B

[ns 6noka nuTanmns moae-
n DR-KA-ROX36A: 16A
npu 110-240B

50Ty /60 Ty

Platinum ans DR-KA-
ROX35A- 1 DR-KA-
ROX36A-moneneit
6n0oKoB NUTaHMS

110-127,/200-240 B
nns DR-KA-ROX35A- 1
DR-KA-ROX36A-mopeneit
610KOB NUTAHMS

[nsa 6noka nuTaxms
mopenu DR-KA-ROX35A:
12 Anpu 110-1278, 10A
npu 200-240B

[nsa 6noka nuTanms
mopenu DR-KA-ROX36A:
16A npu 110-240B



Mapametpei HataPy KA CX6405 v2 | OataPy KA CX6410v2 | OaraPy KA CX6405 HataPy KA CX6405 48 | OaraPy KA CX6410 96
KommyTtatop, Kommytatop, 96 nopros 1GbE Kn. 4 | noptos SFP+; 8 nopros noptos 1GbE Kn. 4 PoE;
apr. (DR-KA-ROX26C) apr. (DR-KA-R0X27C) PoE; 4 nopta SFP56 SFP56 4 nopta SFP56

Kommytarop, 6anan KommyTatop, 6anan KommyTartop,

apr. (DR-KA-ROX29A) apr. (DR-KA-ROX30A) apr. (DR-KA-JL741A)

BbixogHas MowHocTb [ns 6noka nuTanms [ns 6noka nutaHus [ns 6noka nuTaHms [ns 6noka nutanms moge-  [na 6Gnoka nutaHus
mogenn DR-KA-ROX35A: | mopenn DR-KA-ROX35A:  mopenn DR-KA-ROX35A:  nn DR-KA-ROX35A: 1800  mogenu DR-KA-ROX35A:
1800 Br npu 200-240B, 1800 Br npu 200-2408, 1800 Bt npu 200-2408, = Bt npu 200-2408, 1100 1800 Br npn 200-2408,

1100 Bt npu 110-127B 1100 Bt npu 110-127B 1100 Bt npw 110-1278 Bt npu 110-1278 1100 Bt npu 110-127B
[ns 6noka nuTanms [ns 6noka nutaHus [ns 6noka nuTaHms [nsa 6noka nutanms moge-  [na 6Gnoka nutaHus
mopenu DR-KA-ROXOA: mopenu DR-KA-ROXOA: mopenu DR-KA-ROXOA: nn DR-KA-ROX6A: 3000 mopenu DR-KA-ROXOA:
3000 Bt npu 200-240B, 3000 Br npu 200-2408, | 3000 Bt npu 200- Bt npn 200-2408, 1500 3000 Bt npu 200-2408,
1500 Br npu 110-1278 1500 Bt npu 110-127B 2408, 1500 Bt npu Bt npu 110-1278 1500 Br npu 110-1278

110-1278

BapuaHTbl pasmelieHus, yCTQHOBKM, MOHTAXA

Hab6op ang kabensHoro meHemxmenTta u 2-post rack mounting kit - sknioders 8 komnnext noctasku ycrpoiictsa. 4-post rack mounting kit —
HEOBXOMMMO 30KA3IBATE OTAENEHO.

DR-KA-ROX26C
DR-KA-ROX27C

DR-KA-ROX29A

DR-KA-JL741A

DR-KA-ROX30A



MopnepxvBaemble CTAHAAPTLI, TPOTOKOSb

M UX peanu3aumm

* ANSI/TIA-1057 LLDP Media Endpoint Discovery (LLDP-
MED)

e 3awuta UMY or DoS

* Bootstrap Router (BSR) mexarmamsl ans PIM, PIM WG
* droft-ietf-savi-mix

* [lopnepsxka craHgapra IEEE 802.1AB-2005

* [lopnepxka cranpapra [EEE 802.1ak-2007

* Link Aggregation, no ctangapry IEEE 802.1AX-2008
* Moct MAC-yposHs, no ctangapty IEEE 802.1D

* [lpuopuTtesaums, no ctaHpapty IEEE 802.1p

* Peanusaums VLAN'os, no crangapty IEEE 802.1Q

*  Multiple Spanning Trees, no cranaapry IEEE 802.1s

* [loanepxka ctangapta IEEE 802.11-2001

*  Knaceudukaums VLAN no nopry v npotokosty, no cTaH-
napty IEEE 802.1v

* bBuictpas nepectporika Spanning Tree, no ctanaapty
IEEE 802.1W

* 1000BASE-T, no cranaapry IEEE 802.3ab

* LACP (Link Aggregation Control Protocol), no cranaapry
IEEE 802.3ad

* 10-Gigabit Ethernet, no cranaapry IEEE 802.3ae

* Power over Ethernet, no ctangapry IEEE 802.3af

* Power over Ethernet, no crangapry IEEE 802.3at

* Energy Efficient Ethemet, no cranpapry IEEE 802.3z(EEE)
* Power over Ethernet, no ctangapry IEEE 802.3bt
1000BASE-X, no crangapty IEEE 802.3z

*  TpeboBAHMS YPOBHSIM XOCTOB B CETH VIHTEPHET, COMMACHO
RFC 122

*  Wcnonbsosanue trap'os SNMP, cornacro RFC 1215

*  Coobugetus ICMP Router Discovery, comacto RFC 1256
* [lpotokon TFTP (pesnamn 2), comacro RFC 1350

* Traceroute, ncnonbaya GYHKUMOHAM ONUUI NPOTOKONG
IP cornacro RFC 1393

* Bsaumogerictane npotokonos BGP u OSPF, comacto
RFC 1403

e CIDR, comacho RFC 1519

e BOOITP Extensions, cornacHo RFC 1542

*  OSPF Bepeun 2, comacho RFC 1583

*  CrpykTypa gomerHsix umeH, comacto RFC 1591

*  Onpeaenenure ynpaenaembix obvektos ans BGP-4,
ncnonbayst SMIv2, comacto RFC 1657

* [pumenenue npotokona Border Gateway Protocol

8 cett ViHTepHeT, comacHo RFC 1772

* TpebosaHus k maplpytuaatopy [Pv4, comacto RFC 1812
*  Onpegenetue oppecos B 4acTHom VIHTepHeTe, comacHo
RFC 1918

*  ArpubyTts BGP-coobuects, comacro RFC 1997

*  [lpumenenrme atprbyTos BGP-coobuwects 8 Multi-home
Mapuwpytusaumm, comacto RFC 1998

e DHCP comacro RFC 2131

e DHCP onumm u BOOTP Vendor Extensions,
comacto RFC 2132

e |IGMP comacHo RFC 2236

*  OSPF Bepewn 2, comacHo RFC 2328

e [lognucka Ha IPvO-Multicast, cornacho RFC 2375

*  3awmra BGP-cecewit bnaronaps McnonsaoBaHMio onumm
TCP MD5 -nognueu, comacro RFC 2385

*  ApxuTekTypa 6e30NacHOCTM NPOTOKONA UHTEPHETT,
comacto RFC 2401

*  3aronosku IP-Aytentudukaumm, comacHo RFC 2402
* BGP Route Flap Damping , comacto RFC 2439

*  Cneundukaums npotokona IPv6, comacHo RFC 2460
* [lepeanaua npotokona IPv6 nosepx Ethernet-ceteit,
comacho RFC 2464

*  Mcnomnb3oBaHmne MynsTUIPOTOKOMbHBIX PACLIMPEHMI
BGP-4 ons uHTepaoMeHHOM MApLLPYTU3ALMKM NPOTOKOSA
IPv6, comnacHo RFC 2545

*  Cocyuectsosatue mexay SNMP V1, V2, V3, comactro
RFC 2576

e  SMIv2 Text Conventions, comnacHo RFC 2579

e SMIv2 Conformance, cornacho RFC 2580

*  MLD (Multicast Listener Discovery) anst npotokona [Pv6,
comacto RFC 2710

*  Onuuga Router Alert gns npotokona IPv, comacro RFC
271

*  Onpegenenve ynpasnsemsix 0ObEKTOB s NPOTOKOAA
Virtual Router Redundancy, comacro RFC 2787

*  O6Hoenenune mapwpytos ansg BGP-4, comacro RFC
2918

*  Onpegenenne ynpaensembix obbektos ans Remote Ping,
Traceroute 1 Lookup (Tonsko Ping ), comacho RFC 2925

* Protocol Independent Multicast MIB anst npotokona
IPv4, cormnacHo RFC 2934

e MILDvI] MIB,comacro RFC 3019

*  Onuya DHCP Relay Agent Information, cornacro RFC
3046

* [logkniouerne nomeHos npotokona IPv6 yepes obnaka
npotokona IPv4, cornacHo RFC 3056

* Autonomous System Confederation ans npotokona BGP,
comacto RFC 3065

* [Ipedwikc «Anycast> ana 6tod Relay-mapuwpyTtos,
comachHo RFC 3068

e OSPF Stub Router Advertisment sFlow, cornacro RFC
3137

e |GMPv3, comacHo RFC 3376

*  SNMP Transport Mappings, cornacxo RFC 3417

*  Management Information Base (MIB) ana npotokona
Simple Network Management Protocol (SNIMP), comacho
RFC 3418

* Default Address Selection ans npotokona IPv6, comacho
RFC 3484

*  ANLTEPHATUBHEIE MMMIEMEHTALMM FPOAHMYHBIX MAPLL-
pytusatopos OSPF, comachHo RFC 3509

*  Bzaumogerictane c IANA ans npotokona RADIUS,
comacHo RFC 3575

*  «Markuit nepesanyck» npotokona OSPF, cormacho
RFC 3623

* VRRP comacHo RFC 3768

*  MLD (Multicast Listener Discovery) Bepcumn 2 (MLDv2)
ans npotokona IPv6, cornacto RFC 3810

e Pexum PIM Dense, cornacho RFC 3973

e MIB'n TCP comacho RFC 4022



e  MIB's UDP, comacho RFC 4113

*  bBasosbie MexaHnambl Nnepenayu ans XoCTos M MapL-
pyT1satopos npotokona IPvo, cornacHo RFC 4213

* [lopaepxka SSH, comacro RFC 4251

*  Aytentudukaums SSHvO, cormnacho RFC 4252

* TpaxcnopTHuiit yposeHs SSHvO, cornacHo RFC 4253
¢ SSHv6-coepnnenne, comacHo RFC 4254

* [lpotokon Border Gateway Protocol 4 (BGP-4),
comacHo RFC 4271

*  Onpepenenune ynpaenaemsix obvektos ana BGP-4,
comacHo RFC 4273

*  AgpecHas apxutextypa IPv6, comacto RFC 4291

* |P Forwarding Table MIB, cornacto RFC 4292

* Management Information Base ans npotokona [P,
comacHo RFC 4293

*  AtpubyT pacwmperus coobuects npotokona BGP,
comacHo RFC 4360

¢ O6meH SSH-knoyamu, cornacHo RFC 4419

e |CMPv6, comacHo RFC 4443

*  Meton BGP-"orpaxenus mapwpytos” (BGP Route
Reflection) nonrocessnoctn ans IBGP, cornacro RFC 4456
e Cabkogsl ans coobuienns BGP Cease Notification,
comacHo RFC 4486

*  Peanuzauma IGMP-Snooping n MLD-Snooping,
comacHo RFC 4541

* AyTtentudukaums ans npotokona OSPFv3, comacho
RFC 4552

*  Pexwum PIM Sparse, comacro RFC 4601

* Source-Specific Mulficast ans npotokona IP, cornacho
RFC 4607

*  RADIUS VLAN u npuopwutesaums, comacHo RFC 4675
*  «Msrkuit nepesanyck» ans npotokona BGP,

comacHo RFC 4724

*  MynsTUNPOTOKOMbHEIE PACWIMPEHUS ANS NPOTOKONA
BGP-4, comacho RFC 4760

* Neighbor Discovery npotokona IPv6, comacto RFC 4443
* Stateless Address Auto-configuration npotokona IPvo,
comacto RFC 4862

* |ANA Considerations ans npotokona OSPF, comacho
RFC 4940

*  Autonomous System Confederation gns nporokona BGP,
comacto RFC 5065

* [lognepxka oTkasa ot 3aronoskos Tina O B nakeTax
routing 8 ceTax IPv, comacro RFC 5095

*  «Markun nepesanyck» OSPFv3, comachHo RFC 5187

*  OSPFv3 ans npotokona IPv6, comacHo RFC 5340

* T[lpotokon Syslog, comacro RFC 5424

¢ O6uvaenenme BGP-4, cornacHo RFC 5492

* [loppepxka MIB (tonsko MLDv2) Multicast Group
Membership Discovery, comacto RFC 5519

* [loapepxxa atpubyTos cybtuna IPv6 Address Specific
BGP Extended Community, comnacHo RFC 5701

* [loggepxka osepnana ¢parmeHTos npotokona IPvo,
comacho RFC 5722

*  VRRP (uckniouas Accept Mode 1 mmnkpocekyHaHbii
Tarimep), comacro RFC 5798

* [lpotokon cetesoro sBpemenn sepcum 4 NTP4. Cneu-
ndukaums npotokonos u anroputmos. Cormacro RFC 5905
e FCFS SAVI, comacro RFC 6620

*  Stub Router Advertisement & npotokone OSPF, comacho
RFC 6987

* [lpotokon ynpaenerus 6a3oit aanHsix Open vSwitch,
comacto RFC 7047

*  O6Hosnenune mapwpyTtos «Route Refresh Capability»
ans npotokona BGP-4, cornacto RFC 7313

e UDP comacro RFC 768

* [potokon TFTP (peemaus 2, comacro RFC 783

* [lpotokon IP. comacho RFC 791

* [Ipotokon ICMP, comacto RFC 792

* [Ipotokon TCP, comacHo RFC 793

* Crpaterus okoH v noareepxaehuii 8 npotokone TCP,
comacHo RFC 813

*  Anroputmsl nepecbopku IP-gelitarpamm,
comacHo RFC 815

*  Path MTU Discovery ana npotokona IPvo,
comacHo RFC 8201

* [lpotokon ARP comacHo RFC 826

*  MakcumansHsiii pasmep cermenTa ang npotokona TCP
W CBS3aHHbIE C 3TOM TemaTukon ctaten. Cormacko RFC 879,
*  Ynpaenenue «Congestion» B MeXCETEBOM B3AUMOLAEN-
cteum no npotokony IP/TCP, comnacro RFC 896

* [lopcetn utepHer, comacto RFC 917

*  Beuwanue gentarpamm B MHtepHete, comacro RFC Q19
* BeuwaHure gentarpamm B VIHTepHeTe B npucyTCTBmM
noaceteit (IP_BROAD), cormnacHo RFC 922

e multi-LAN address resolution, cornacHo RFC 925

e BOOTP comacHo RFC 951

* Proxy ARP comacHo RFC 1027

* Toanepxka SNMPv1 /v2c/v3

* Neighbor Discovery npotokona IPv6, comacto RFC
4443

* Stateless Address Auto-configuration npotokona IPvo,
comacHo RFC 4862

o |TU-T Rec G.8032/Y.1344 Mar. 2010

* Remote Network Monitoring Management Information
Base, comacHo RFC 1757

* 2.5G/5GBASE-T, no crangapram [EEE 802.3bz-2016
n2.5G/5G NBASE-T

* 10OGBASE-T, no crangapty IEEE 802.3an-2006

* 25-Gigabit Ethernet, no cranpapram IEEE 802.3by-
2016, 802.3cc-2017

*  40-Gigabit Ethernet, no ctangapry IEEE 802.3ba-2010
* 50-Gigabit Ethernet, no cranaapry IEEE 802.3¢d-2018
* 100-Gigabit Ethernet, no cranaapram IEEE 802.3bo-
2010, 802.3bj-2014, 802.3bm-2014)

*  Peanusauma onumm Not-so-stubby-area npotokona
OSPF, comnacHo RFC 3101

*  Yactnuras nogaepxka no SetMIB OSPFv2, comacto

RFC 4750
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